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Licensing

The GS RichCopy 360 follows a perpetual licensing model. A perpetual licensing model allows the
customer to install and use the software indefinitely. GS RichCopy 360 is licensed per machine, requiring
that you purchase a license for each client computer and/or device where the software is to be installed.
Other licensing options are available such as volume, site, and enterprise licensing.

Note: Licensing models such as volume, site and enterprise have to be discussed and arranged with sales
prior to purchasing GS RichCopy 360.

Disclaimer

The software is provided "AS IS" without any warranty, either expressed or implied, including, but not
limited to, the implied warranties of merchantability and fitness for a particular purpose. The author will
not be liable for any special, incidental, consequential or indirect damages due to loss of data or any
other reason.

Support & Upgrade

GuruSquad will provide its best effort to support customers with an active subscription (e.g.,
maintenance). Only customers with an active subscription will be eligible to download the latest version
of the product to which they are licensed.

Feedback

If you encounter any problems or difficulties using the software, or suggestions, comments or bugs
discovered using the utility, please send a message to support@gurusquad.com.
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Introduction

GS RichCopy 360 is designed to work on windows servers and workstations and is perceived as the
industry leader for file\folder replication and synchronization in WAN and LAN environments. GS
RichCopy 360 will even work over VPN connections. Our current version is the ideal solution for high-
volume server and workstations transactions over networks using LAN, WAN and VPN connections
thanks to 11 years of refinement.

Benefits of GS RichCopy 360
Consider the following benefits of GS RichCopy 360:

Easy to Understand and Use
Our patent pending design is slick and easy, providing the best admin experience possible while using
intelligent and sophisticated logic and advanced methods under the hood.

GS RichCopy 360 is designed for daily use by staff that also have other responsibilities. The GS RichCopy
360 interface provides what you need and where you expect to find it. It offers advanced capabilities
with minimal configuration overhead.

Robust Performance

GS RichCopy 360 offers advanced multi-threading technology utilizing 100% parallel computing
techniques along with proprietary patent pending technology that offers the most robust and powerful
performance possible.

Affordable Value

GS RichCopy 360 provides functionality that is comparable, if not superior, to most other solutions.
What’s more, the total cost of ownership of GS RichCopy 360 and is less than the initial purchase cost of
most other solutions. GS RichCopy 360 comes with free support from our highly trained support staff.

Key Features of GS RichCopy 360
Considering the previously listed benefits of GS RichCopy 360 and the following features, GS RichCopy
360 is a simple choice to make.

GS RichCopy 360 is job-based and can be configured with multiple jobs per server\workstation to
operate in the following modes\ features:

* Real-time (Only available in GS RichCopy 360 Enterprise)

* Byte-Level file replication to save on bandwidth and file copy time (Only available in GS RichCopy 360
Enterprise)

* Repeat Interval (e.g. every 30 Minutes, 1 hour, daily, weekly ...etc.)
¢ Scheduled (e.g. Friday 11:00 pm)
¢ On demand.

¢ Run as a windows service or as currently logged in user.
Page | 1
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e Connect As specific user to source\ target machines.
¢ Long path and file name support out of the box.

¢ Advanced Multi-Threading technology utilizing 100% parallel computing techniques and along with
proprietary patent pending technology offering the most robust and powerful performance possible.

¢ GS RichCopy 360 has the ability to copy open and locked files due its full integration with Volume
Shadow Service (VSS).

¢ Option to replicate NTFS ACL security permissions, file and folder attributes, and folder and date time
stamps.

* Advanced file and folder inclusion\exclusion settings by pattern in name, full name, or by relative path.

* Send email notifications on failure and\or success using local SMTP server or any other email provider
such as Gmail.

Each job has its own unique configuration (Definition of Source and Target Folder) and its own settings.

The GS RichCopy 360 suite can be very useful in copying/moving/ mirroring directories along with all of
their files and subfolders, ACLs, and Attributes from one location to another (same server or different
server). Additionally, you have the option to have the source (folder you are copying from) to be
mirrored exactly on the target (folder you are copying to).

Another useful feature is the ability to replicate only the directory tree (structure) without files. This
feature will basically copy only the exact directory structure of source.
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Installation Requirements
GS RichCopy 360 provides a simple, wizard-driven installation process.

System Requirements
GS RichCopy 360 supports all of the following operating systems:

Windows 2012R2
Windows 2012
Windows 2008 R2
Windows 2008
Windows 2003
Windows 8.1
Windows 8
Windows 7
Windows XP
Windows Vista

YVVVYVYVVVVYVYY

Licensing

Once installed, GS RichCopy 360 will run in trial mode (Copies only 5 files from every folder). The
software will automatically switch to a full version by providing a valid serial key. No uninstall or reinstall
required.

Storage and Privileges Requirements

GS RichCopy 360 requires only 40MB of available space to successfully install. It is recommended
however, to have more available disk space to meet logging requirements in the event logs will be
stored on the same drive partition.

GS RichCopy 360 requires elevated admin privileges when installing and administering GS RichCopy 360.
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Installing GS RichCopy 360

Before installing GS RichCopy 360 installation, make sure that the server\workstation on which you are
installing it currently meets or exceeds stated requirements.

Upgrading from a previous version of GS RichCopy 360

When upgrading from a previous version of GS RichCopy 360, simply remove the previous installation
and install the new version (this will retain all configurations intact as they are stored in the database).
To upgrade to the latest build of the current version, simply “check for update” in the info tab.

Note, “check for update” will only upgrade the same primary version. For instance, it will upgrade 7.1 to
7.2. However, it will not upgrade 7.1 to 8.0. Such upgrades require a full uninstall of the previous version
and then install the latest version.

New installation instructions
Prior to installing GS RichCopy 360, you must download and install .Net framework 4.0. If it is already
installed, you may skip this step.

Note: .Net framework 4.0 will suffice if it is already installed. GS RichCopy 360 will not proceed if .Net
framework is not installed.

To install GS RichCopy 360 you must be logged onto the server\workstation as a user with full
administrative privileges. Simply download the digitally signed installer (GS RichCopy 360 Setup.exe) and
follow the simple setup instructions.

ii._% GS RichCopy 360 - InstallShield Wizard

Welcome to the InstallShield Wizard for GS
RichCopy 360

The Installshield{R) wizard will install G5 RichCopy 360 on yaur
computer, To continue, click Mext.,

WARMING: This program is protected by copyright law and
international treaties.

< Back I Mext = I Zancel |

1) Click Next to Start Installation
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i'-.‘%" GS RichCopy 360 - InstallShield Wizard

License Agreement
Please read the Following license agreement carefully,

GuruSquad Software ("GS R
RichCopy 360") End User

License Agreement ("EULA")

IMPORTANT INFORMATION

T AT MO SOTTETR T TRTOT AT T TRTA O TTRTL T T T T Tr A mirs

.
% T accept the terms in the license agreement Print |

" I do not accept the terms in the license agresment

< Back I Next = I Cancel |

Inistallshield

Accept the EULA to Proceed

i'-‘% G5 RichCopy 360 - Installshield Wizard

Destination Folder
Click Mext to install ko this Folder, or click Change ta install ko a different F

[::\7 Install G5 RichCopy 360 to:
C:\Program Files (x86)\GuruSquadiGS RichCopy 3607 change. .. |

Installshield

= Back m Cancel |
Change Location or Accept Default
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4)

5)

i-.% GS RichCopy 360 - Installshield Wizard

Ready to Install the Program

The wizard is ready ko beqgin installation,

Click. Install to begin the installation,

If wou want ko review or change any of wour installation settings, click Back, Click Cancel to
exit the wizard,

Installshield

< Back I Install I Cancel |

Click Install to Proceed Forward

i'.fa G5 RichCopy 360 - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successFully installed G35 RichCopy
360, Click Finish ko exit the wizard,

[ Launch G5 RichCopy 360

# Back I Finish I Cancel

Click Finish to Complete the Install

Page | 6
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After following these five simple installation steps, your newly installed copy of GS RichCopy 360 is ready
to be registered and configured.

Registering GS RichCopy 360

To register a newly installed or trial version of GS RichCopy 360, you will need the product serial key
along with your email address. This email address will be used for further correspondence/support and
to check for license authenticity. Once you have secured them, follow the steps below:

1) Open up GS RichCopy 360 by double click on the GS RichCopy 360 icon either from the desktop
or through the “Start Menu = GuruSquad = GS RichCopy 360”

------ TR
¢ BuruSquad Docurments
Compuker
il Metwork
"I.LP L
" &
- Control Panel
LTI
viawiiP 3 % g
™~ I Ty SN 1 Devices and Frinters
Tleriamif 3L Tawas JFL
hieriamih i i Administrative Tools » op¥
L T B sl " i
i Help and Support:
S Desktop Icon
ETITRTIE JPAg [ R LI Rur...

‘Windows Security

l[_]j Log off )l

L] Back

I |Search programs and files

2) Once GS RichCopy 360 opens up, it will default to the Info Tab. In the bottom Click on the link
“Click here to register application”

[ s Richc y 360

| ‘o 'oltml “ StusLog| % Conliguation|

Click here to register and activate your

Running in Tral Mode. Maximum 5 files of each lolder will be copeed s &
i ; Bcot application

5 ] B3

GS RichCopy 360 Ver : 7.1 (1.0.5375.22961)
Check for Updates
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3) Enter your email address along with the serial key which you should have received at time of

4)

purchase and click

£4GS RichCopy 360

o Info | |’ Taskl “ Status Logl o Eonfigurationl

5‘ i Registration Information

Fegistration Information

GS RichCopy 360 Ver: 7.1 (1.0.5375.22881)

You are running a trial version.

Fegisterad e—mail:/
i

I -

Enter your email address

Application License 1D:

IYPO CH-CIRSG-75879-63063-F1939

Serial key to Activate:

/ I REGISTER [l
Enter your Serial Key (emailed
to you at time of purchase)

| Running in Trial Mode. Maximum 5 files of each folder will be copied.
! Click here to reqister application

GS RichCopy 360 will initiate a connection to the GuruSquad activation servers and instantly
activate your copy upon registration.
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Initial Configuration of GS RichCopy 360

GS RichCopy 360 requires minimal configuration and is ready to work right out of the box. IT
administrators do have the option to configure certain components such as whether or not to run GS
RichCopy 360 as a “Windows Service” and what credentials to run the service as. Other configuration
parameters are Connect As accounts (Impersonation), email configuration settings, maximum
concurrent jobs to run, and backup and restore GS RichCopy Database which all will be covered later in
this section.

All of the settings that dictate how GS RichCopy 360 are covered under the Configuration Tab

# 1 G5 RichCopy 360

o Infnl -4 Taskl “ Statuz Log |

Service Configuration

By default, GS RichCopy 360 will install a service called “GS RichCopy 360 Service”. The service will be in
a running state running under the Local System Account. In the Service Configuration Section, you can
change it to run under a different user account. This user account can be a local user or a domain user.
It is very common to have this service account be a domain account that has access to both source and
target locations. It is important to note that this account must have administrative privileges in order to
copy open and locked files as well as Log On as a Service rights if you are running Windows 2008R2 or
later. Refer to “Assigning Log On as a Service” in Support section in this guide.

In order to specify a different service account, you need to click on Create\ Change Service Account link
under the Service Configuration section as in the screen below.

Service Configuration Database Backup Sch
& | ocal System Account AutoBackUp : T Eveny
 Window Service Account Create/Change Service Account

BacklUp Folder : I

Service Status ¢ Running
Furn As ;. Local Systerm Account % Specify a service account

Flease specify a user account for the service to use:

Connect As Credentials (Frovide the creden

Domain User Name: |Asdministrator

Password: |uuuou

Werify Password: |ouuuu

Darmain: |Cantosd

If wou are using a local account, type the server
name. it is recommended to use a domain account

1 Save | & Cancel |

YWarning : The new logon credentials will not take
effect until vou stop and start the service.

If you set different credentials or switch back to “running under Local System Account”, you must stop
and start the service for the changes to take effect. (Note: if you have any running jobs configured to run
under the services account, those jobs will be terminated and they will to be restarted). You can stop and
start the service from within the configuration tab as reflected in the screen shot below
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o Inio] & Task| “ StatusLog 2 Configuration |
Service Configuration

& Local System Account
© Windew Senvice Account atefChan rice A it

Servica Status . Running é——

FunAs @ Local System Account

Connect Az Credentials (Provide the credantials to be used by 'Copy Jobs

D omain Account Name

If the chain is linked, means
Service is running otherwise it
will show as z with ared X

Stop and Start
Service

& @St |05tnp |

Connect As Accounts

October 2014

GS RichCopy 360 offers the option to run jobs as the logged in user or service account. There may be

times in which the service account and/or logged in account may not have access rights to connect to
the source and\or destination. In those instances, GS RichCopy 360 provides another option to specify
accounts and save them in the GS RichCopy 360 database. These accounts can then later be selected

and used to Connect As those users who have the necessary permissions for the source and\or
destination when creating a job. We will discuss this in more details when we get to creating a job.

Please reference the screen shot below for further clarification

NOTE: the service account and connect as credentials saved in GS RichCopy 360 have their passwords

fully encrypted.

i GS RichCopy 360 [ [ =]
‘o InfUI & Taskl “ Slatus Log P Configuration |
Service Configuration Database Backup Scheduling
& Local Systerm Account AutoBacklUp : T Bwery: |1 'I day(s) at I 1:20:03 Abd _I:[
 \Window Service Account Create/Change Service Account _
Service Status - Stopped BackUp Folder I _I--n
Run s Local Systern Account
Max Allowed Concurrent Job Execution : |1 32
Connect As Credentials (FProvide the credentials to be used by 'Copy Jobs' to access the sourceldestination folder that is not accessible using the service account or logged on account) :
Domain Account Hame User Hame Password Modified On Modified By Edit Del
nas0i NAS Server oot 03/24/2014 01:08:43 tichcapy s Fas
Mortstar Service for Morthstar Domain northistar 03/24/2014 01:08:15 tichcopy * x
ACME Accounting Server sccounting.service 03/24/2014 01:07:13 tichcopy * x
' Speciy an user account

Please speciy o user account for the occessing folders
Account Name:

Liser Name l—
Password r
Verify Password: [
Domain —

1 you sre using & local account, type the server

Add another Connect
As Account

1

L

Edit or delete

Existing accounts

name. it is recommended 1o use a domain account

P O start | ) Stop | - Save @ Cancel

‘ & Mew | &4 BackUp | = Restore

Mail | 75 Exit |
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Email Configuration Settings

GS RichCopy 360 offers the option to send email notifications once a job completes to alert you of its
success or failure status. GS RichCopy 360 can use any SMTP servers, locally or cloud servers i.e. Gmail,
Hotmail, or Yahoo. Below are two different sample configurations.

These settings are inherited on every configured job; user may also customize recipients for each job.

o Configuration |

Database Backup Scheduling

~caunt AutoBackUp 1 [T Every: |1 'l day(s) at I 1:20:03 Abd _l:
o o )
Account Createf! & Email Configuration u
Mail Server
fccount Mail Server. [EMTPSenver] Enable S5L
Mail User: Mo Authentication Reguired M
de the credentials - Password: Matify for Success ¥ || service account or logged on account)
Port: |25 Motify for Failure
d On Modified By Edit Del
MNAS Sever [ Email e 014 01:08:43 richcapy i X
Service for M Meil From : IC_ opy coniosn eam 014 01:08:15 richcopy o X
— T hail To - [ITAdmins@contosa.car| - - -
Accounting & ) 014 01:07:13 richcopy 4 X
EEEEE— hdail CC
Mail BCC
1 Test Email | & Apply EiSave & Cancel |
Pt Access Email Configuration Settings

o aly

&5 New | &L BackUp | m Restore | i Mail 7 Exit |

The above screen shot showing the settings for an open SMTP Server that requires no authentication.

Note: Make sure your non-authenticated SMTP servers can accept relay requests from the machine or
machines hosting GS RichCopy 360 if you select this feature.
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-

& Email Configuration

kil

Mail Server

kail Server:  |smip.gmail.com Erakle =L W
bail User  |useri@gmail.com Mo Authentication Reguired r
Fasswaord: Motify for Success M
FPort:  |5&E7 Matify for Failure M
Email

bail From - [user@gmail.com
bail Ta - |ITAdmins@contosolcom

kAail T
kail BCC ;

Test Email & Apply =" Save €3 Cancel

The above screenshot showing settings for Gmail.

Maximum Allowed Concurrent Jobs Execution

GS RichCopy 360 can run multiple jobs at the same time. Running many jobs simultaneously can
however impact performance. Trying to manage that can be difficult if there are a lot of jobs defined.
For this reason, setting a maximum concurrent job amount is recommended. If there are more jobs
trying to run than the max concurrent allowed, they will be queued up until other jobs are either
completed or terminated. For example, if the max allowed concurrent job execution is set to 6 and 8
jobs are trying to run concurrently then GS RichCopy 360 will allow only 6 jobs to run and the remaining
two will be queued up until the two of the 6 jobs complete or stop.

The default value for Max Allowed Concurrent Job Execution is 6.

Backup and Restore GS RichCopy 360 Database

GS RichCopy 360 saves all entire configuration settings, including job definitions, to a single database
stored locally on the machine. The database file is called GSRichCopy360.sdf and its default location is
“C:\GSRICHCOPY360DB” folder.

GS RichCopy 360 provides the option to backup and restore the database manually by clicking the
backup or restore button under the Configuration tab. In addition, GS RichCopy 360 offers the option to
have the database backed up regularly at a specific time every X number of days. By default this option
is not turned on. If you do not make changes to the database often, it is recommended you space out
the number of days in order to minimize the number of backup files. It is highly recommended that the
backup location is stored onto a different location from where the GS RichCopy 360 currently resides.

Warning: Restoring the database will overwrite everything (job definitions, configurations) stored in the
current database. GS RichCopy service must be stopped before restoring the database. Once the
database is restored, the GS RichCopy 360 Ul and service must be restarted in order to reload and
reflect the new configurations.

Page | 12



GS RichCopy 360 v7.1

S RichCopy 360 =101 =]

‘o Infol & Taskl 4 StatusLog ° Eonfigurationl

Service Configuration

& Local System Account

 Window Service Account

Service Status . Stopped
Fun As: Local Systern Acc

Connect As Credentials (Provide t

Create/Change Service Account

October 2014

~Database Backup Scheduling

AutoBackUp : M Every I'l day(s) at I 1:20:03 Abkd _Ij

BackUp Folder : |[D4Backup GS DB

o

This will create a backup of the
database automatically on the
specified interval.

Max Allowed Concurrent Job Execution

6 =

hs' to access the sourcetdestination folder that is not accessible using the service account or logged on account)

|

é% oSlall | ) Stop |

Domain Account Name Uszer Hame Password Modified On Modified By Edit Del

nasl1 NAS Server root 019/24/2014 01:08:43 richcapy # x
Martgtar Service far Morthstar Domain northstar 09/24/2014 01:08:15 richcopy ¥4 x
ACME Accounting Server accounting, service 09/24/2014 01:07:13 richcopy * x

At any time, you can backup and restore the

database. Restoring the database will

overwrite everything stored in the current

database.

\
o New | £ BackUp | " u Restore 1 Mail | < Exit |
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Managing and Creating Jobs in GS RichCopy 360

GS RichCopy 360 offers a simple yet intuitive design that makes it easy to manage and create jobs. All
the options are available in a single pane of glass so that any option can be easily selected. Moreover,
our job setup wizard can walk you through the most commonly used options. We will discuss each
section in full detail.

Once you open up GS RichCopy 360, click on the Jobs Tab to manage and create jobs.

&1 GS RichCopy 360

‘o Info | #F .Ju:ul:usl “" Status Lu:ugl oy Ennfiguratinnl

Jobs Overview

Once you select the Jobs tab, you will see a list of all defined jobs listed along with their current status
(Running, completed, queued up) as well as other configured settings for each job such as email
notification settings.

There are several dashboard buttons to start, stop and create new jobs. Please refer to screen below to
get a much clearer overview

& 'G5 RichCopy 360
o Info & Jobs | “ StatusLog| © Conbguration|

&

Stalus EMail |

Task Source Destination | Schd Time Last Run | NextRun | Progress LogFile | Edit Del

[MaketingData | g'\deta\Marketing [\NASOT Archive Markeling 09/25/201417.01:45 | | ox  |comsRinteos. | 4 [ X

Accounting Data dhdatabaccounting HASOT varchivetAcoounting 049/25/2004 16:58:19 1+ cogsaccount 4 ~

Defined Jobs

Job Current status (Enabled, Disabled,
pending to run, completed, etc..

start or stop selected job See Detailed View of selected

job (when running) Create a new job

& (stan |os|np

¢, Progress [‘5 & Hew | 7 Exit |
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You can click on buttons on the dashboard to control a selected (highlighted job). You may also right
click on a job to initiate the same actions in addition to copying an existing job. See screen shot below
for further clarification.

Destination Schd Time Last Bun |
WARAS DT WArchiveshd arketing 03/25/2014 17:01:45

WMAS DT archivehboocounting

Copy Job

Skart Selected Job

Right click on a job 2ol G ol

provides these actions Disable Job

Show Progress

Tip: To duplicate an existing job, simply right click on the job you would like to duplicate and select
“Copy Job”. This will create an exact copy of the job but in a disabled state. The duplicated job will have
the same name as the original job but it is preceded with “Copy of” in the job name.

Job Status Legends:

Job Status (first column in the Jobs Interface) shows a different sign for each of the different job
statuses. Users can easily identify the status of a job by looking at the presented sign corresponding to a
specific job. Below are the different signs and what they stand for:

Sign Description

‘@) |Jobis Disabled

EQ, Manual —job may be run only manually
=

=) Job Completed and not scheduled to run any longer

" The job is set to repeat but no repeating schedule has been defined

B The job is scheduled to run as a service

The Job is scheduled to run as the current user's session

Job Progress Indicators:

Because jobs run independently from one another, each job is presented with its own progress bar. The
progress bars display the current state of the job or its recent completion result in the event it is no
longer running. Please refer to the table below detailing each progress state and what it stands for.

State Description

Running Job is gathering all the information to start the job operation.
The gathering process is fully multi-threaded.
The job has been terminated by the user or by some other
Stopped . ‘ i
intervention (Service stopped...etc.)

Page | 15



GS RichCopy 360 v7.1

Job experienced a problem. This could mean it completed with

Error errors or it did not fully complete (i.e. target is full; source or
target is down...etc.)
Job is waiting in line for its turn to run. Check Max Allowed

Queued Concurrent Job Execution in the event it reached its limit at
the current state

Completed Job has completed successfully with no errors to report

Progress %

As the job runs, percentage of the progress is displayed
showing the overall progress of the job. Click on it to see full
details regarding its progress. User can see detailed progress
for individual job by clicking progress button at bottom.

Show Progress Screen:

When a job is in a running state, users can click on the progress bar (|. 25%

October 2014

|) next to the running job

or show progress button ( = Pregress ) in the jobs Tab to see full details regarding that job’s progress.
If a job is set to multi-thread (highly recommended), then each copy thread and its progress will be
shown as well. Please refer to the screen shot below
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& 1 Job Run Details

Job Name - Copy Accounting Creator :  aamin Running Az :  Manually
Started :  /30/2014 2:47:05 Elapsed : 0OHr0Min20 Sec ETA : OHrDMin11 Sec Progress :  E5%
Total Size : 0GB and 423 ME Processed : 0GB and 271 ME Remaining : 0GE and 152 MB Skipped : 0GB and 0 ME
i # of Filez : 1670 Processed : 1071 Remaining : 539 #Locked Files: 0
| # of File Copied : 1071 # of File Skipped : 0 # of File Error - 10 # of Locked Copied : 00
| # of Dir HoAccess: [ # of File not Found : 0 # of Dirnot Found : 0 # of File Error Sync: 0
| # of Block Copy Error: 0 Block Copy Profit - 0GB and 0 ME # of Locked File on Target - 100
Source :  c\data Target :  d'deshnation
Curmrent Activity ©  Copying files on target

Progress | (21| | Progress I &

Path : c:hdatahmovehpemizsion folderjust Path : o hdatavmoveljust datah .

File - il - ES ComPro-1 9.2 different copy threads

e oot he: opyrTa-1. 3. ap showing each file as it is being

Size 0GB and 1 MB Size: 0GB and 2 ME processed\Copied

Copied : 0GB and 1 ME Copied : 0GE and 1 MB e

Remaining : 0GB and O MBE Remaining : 0GB and 2 MB

Elapsed : OHrOMinD Sec Elapsed : O Hr0 Min:0 Sec

Eta: OHrOMim0 Sec Eta: O Hr0 Mimd Sec

Frogress (5)| | Progress I .

Path : civdatavmowvetjust datat Path : o hdatahmovepermizsion folderjust

File: - WC_RED.cab File : ella 1047 bt

Size 0GE and 2 MB Size : 0GE and 1 ME

Copied : 0GB and 1 ME Copied : 0GE and 1 MB ] @D

Remairing 0GB and 2 MB Remairing 0GB and 0 MB C"ﬁ'jl on the =% to SF—.'f.f“” F’tﬁ}h”

) . ) P or file name in case it is not fully

Elapsed: DHr.DM!n.D Sec Elapsed: EIHr.EIM!n.EISec: displayed (in case it is long)

Eta: O HrO Mind Sec Eta: O He0 Mir0 Sec

Progress I | | Progress I

Path : c:hdatahmove'just datahi Path : c:\datahpermiszion folder\just data

File: : 2k3.log File : zecundt.log

Size 0GE and 1 MB Size: 0GE and 1 ME

Copied : 0GB and 1 MBE Copied : 0GB and 1 MB

Remaining : 0GB and O MBE Remaining : 0GB and O MB

€3 Close |

Job Details Interface

GS RichCopy 360 offers a single pane of glass when viewing\modifying an existing job. The user
interface is very rich in terms of features and options, while being simple and intuitive.

In this section we will do a deep dive into the different features and settings offered in the job details
screen. Users can access the job details screen in two different ways:

1) Double clicking on existing job or selecting the edit button “tdh "corresponding to that

specific job.

2) By creating a job through the Job Creation Wizard (discussed in the next section), advanced
users have the option to skip the wizard and jump directly into a blank job details screen.
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# i Copy Job Configuration

ok Mame : ICDpyAccounting Diata

Source | Id:\data\-"—\ccuunting

M Copy as Root Folder

Destinatian :  [WNASD1YArchivelAccounting 4

o | Connect As ILDgged inlser IE: I j

e | Connect As INAS Server i? I j

Description : ICDpyAccounting DataCreated wia wizard. |5 I

Options
E opy Options
7 COPY CHANGES OMLY % MIRROR  WMOVE
opy Flag
M Locked M Preserve DateTime Stamp

M Copy with Security
T Detect File Changes RealTime

™ Use Block Lewvel Copy

DIk  COPY ALL

Misc

M Log

Iu::‘-,logs\accountingcupy.log

I Log app

™ Log Size I

IO | File Name ar Fattern | Inc/Exc

ME

0|

.ol

] Ll
% | _:_! |

|11l‘ File | ‘o Folder| ' Email
Scheduling

* Run Manual
© Start [paszarenia | [ aO00:00AM =

Job Concurrency

Copy Threads :

Job Status : IEnabled 14 l j Run as Service [ (2 Save

|4 Change

| &3 Cancel |

Job Details Screen

1) Job Name: This is the name of the job by which you will identify it. The name has to be unique. It
is highly suggested to use a descriptive name such as “Accounting Data” or “Copy Email Archive”
so that other uses\administrators can relate to the role of this job in the future. Job names are
referenced in the Job Status Tab (discussed later) and in email notifications (if turned on).

2) Source: Type or browse to the path (folder) where you want to copy FROM. Source will always

point to a folder not to a file.

3) Copy as Root Folder: When this option is selected, it will create the source root folder and its
contents on the destination. Otherwise, it will only copy the contents of the root folder to the

destination.
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4)

5)
6)

7)

8)

9)

Destination: Type or browse to the path (folder) where you want to copy TO. This folder will be
created if it does not exist.

Description: This field is available to enter a description for the job.

Connect As (Source): Users have the option to impersonate a different user to connect to the
source. This is practical when the logged in user or the service account used does not have
access to the source folder. The Connect As user accounts are defined in the Connect As section
under the Configuration Tab.

Connect As (Destination): Users have the option to impersonate a different user to connect to
the destination. This is practical when the logged in user or the service account used does not
have access to the destination folder. The Connect As user accounts are defined in the Connect
As section under the Configuration Tab.

Copy Options: There are several copy options that can be used and you must select one of them:

a. Copy Changes Only: Copy only files and folders that are new or modified from the source
to destination (Deltas only). This option will not delete files from destination if they do
not match in source. If the destination has the same replica files, then those files will be
skipped.

b. Mirror: Mirror the destination to the source. Please note that if a file is deleted from the
source, it will be deleted from the target.

c. Move: Move files and directories (delete from source after copying).

DIR: Copy the directory tree structure only.
Copy All: Copy all files and folders from source to destination (Overwrite files and folders
that match in the destination). This option will not skip any files if the files in destination
are exact replicas as in the source.

Copy Flag: There are options to choose from when copying:

a. Locked: If checked, this option will copy locked and open files via VSS integration. In
order for the open file copy to work properly, the source has to be on the local computer
as GS RichCopy 360 would work seamlessly with VSS (Volume Shadow Service) to copy
the locked\open file.

b. Copy with Security: Copies all of the NTFS security permissions, including inheritance
blocking and advanced ACL settings. If the destination file or folder matches the source
except for the NTFS security settings, then only the security settings will be replicated
over and it will not trigger a retransmission of the entire file or folder. For example, if a
word doc exists in both source and destination but the permissions are different, then GS
RichCopy 360 would detect that the files are identical and it would just replicate the
permissions to destination so that they are fully the same.

c. Detect File Changes Real-time: If this option is checked, the job will monitor changes to
files in Real-Time and use these changes as triggers for file synchronization. (Note: This
option is only available in GS RichCopy 360 Enterprise).

d. Use Block Level Copy: Select this option to enable/disable block/byte level replication. If
this is disabled, the job will use the standard copy method to synchronize the file. If the
Byte Replicator fails to synchronize a file, i.e. On Failure, the job will use Default File copy
method for synchronization. (Note: This option is only available in GS RichCopy 360
Enterprise).

e. Preserve Date Time Stamp: Files/Folders in the destination will have their timestamps
copied from the source.
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f. Attributes: If this option is selected, file and folder attributes will be synchronized from
source to the destination. If the destination file or folder matches the source except for
the attributes, then only the attribute settings will be replicated over and it will not
trigger a retransmission of the entire file.

10) Misc: There are three different options under Miscellaneous:

C.

a. Logs: You can type or browse where you want the log file to be placed.
b. Log App: If alog file already exists, then logging will just append to the file instead of
overwriting it.
Log Size: If a number is specified (in MB), then once the file log sizes reaches that limit the job
will start logging to new file (however the job will continue to run). This option is useful to avoid
large log files.

11) Job Status: Jobs are created as Enabled jobs by default. This means they can be run on demand or

as scheduled jobs. Jobs that are set to disabled will NOT run on demand or as scheduled.
It is also worth noting that if a job is duplicated, the duplicated job is going to default to
“Disabled”.

Job Status : IEnabIed

‘Enabled
|Disabled

Job Status

j

"G5 RichCopy 360
‘o Info I.?I Job | 4 Status Log I - Configuration I
Status EMail Job Source Destination Schd Time Last Run
E,?J, ¥ Copy Accounting Data | ohdata d:hdatald 09/28/2014 020000 | 09/28/2014 025916
-k-_.-, i b arketing D ata g hdatahhd arketing WhASOT Warchi it ﬂq”':w'f’l'l'll 17.01:45
o | Accaunting Data dhdatahacoounting \NASDTN Nl SOPY Job It 165619
Start Selected Job
: Stop Running Job
Disabled Job Do

Copied jobs will default to disabled. I

Show Progress

Disabled Job in Main Screen

12) Run As Service: If the box is checked, then the job will run as a service using the service credential

specified in the Configuration Tab (default is Local System Account). If the box is not checked,
then the software will utilize the session of the logged on user that is running the application.

There are many advantages to running a job under a service account. The first and foremost
reason is that jobs will not terminate due to a user logging off or closing the GS RichCopy
application. A service account can run as the Local System Account, which is an account that has
full access to every file and folder on the system (in most scenarios). For example, a machine that
has locked down permissions may have issues copying folders and files as the user credentials
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used may not have sufficient rights. Using a service account running as Local System Account
may provide better results.

It is worth noting that jobs have to be set to run at a scheduled time in order to be configured to

run using service account. A scheduled job can always be triggered to start manually which would
in that sense run the job on demand as a service.
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Creating a New Job Using the Wizard

GS RichCopy 360 offers a simple job creation wizard. The wizard walks IT administrators through most
commonly used settings (a total of three steps) and a full summary of the selected options is displayed
at the end for confirmation.

While most of the available options are self-explanatory, help tool tips are displayed next to each setting
to further clarify its role, purpose and how it impacts the job if selected. Tool tips are represented by the

icon 9,

Moreover, expert users have the option to skip the wizard and jump directly to the detailed job screen
and create the job that way.

It is worth noting that once a job is created (whether through the wizard or by jumping directly to the
detailed job’s screen), it can always be modified at a later time if the need arises.

Reference screen shots to learn more about the job creation wizard.

§ 'G5 RichCepy 360

‘oo O Job | 4 Ststusleg| % Configastion|

Status | EMad Jab Source Destinalion Schd Time Lzt Run HestRiun Progiets LogFile Edit | Del
¥ ] . [MakemgDua | avanntstmbetng VMAS 0T \Arshivr\Mdhating [R50 4 170045 | & |cossRenies. | 4 | X
H | of  |Aecountng Dats | &t bdstahaczuanting | MHAS O upehiveldcooning | DIV2SA014 165815 _ | o | soataccons, | 2 | 3

|i'.lu:k on New to create a naw job l

& Stan [osm |_-_Lngllr|| =uﬂN“ IKEﬂ I

To Create a New Job, Click on New under the Jobs Tab
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#'ischedule Wizard

Job Schedule Wizard

This wizard will assist wou with creating and scheduling a new job. “ou may
choose to go through the wizard or skip the wizard and create it manually
[adwvance user(s)).

Would vou like to use the wizard?

& “Yes, proceed with wizard. (Recommended)

" MNa, | know what am daing. (Expert Users)

Proceed using job creation wizard, advanced users have the option to
skip the wizard

#i5chedule Wizard

Next wp | €3 Cancel

Step 1: Select Source and Destination :

Job Mame : |CDpyAccounting Ciata (2]
Source : |d:'\data\accu:|unting Jo | (2]
Connect As ILDgged inUser j Optional @
M Copy Root Folder Ciptional eh
A

Destinatian : Ig:\archive\accounting o |
Connect As ILDgged in User j Optional 9\

Click on tool tip for more
details about each setting

4= Prev Hext m) | 3 Cancel

Step 1 of 3
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#ischedule Wizard

Step 2: Set Copy Options :

Copy Options :

& Copy changed file{s) and folder(s) from source to destination.
" Mirrar file(s) and falder(s) from the soure to destination.
 Move file(s) from source to destination.

' Copy only the directary structure.

" Copy all file(s) and folder({s) from source to destination.
Copy Features:

r Copy openflocked file(s) (WS5).
™ Copy NTFS security permissions (ACL).

™ Preserve date and time stamp on destination folder(s) to match source folder(s).
7 Copy Attributes

4 Prey Next wp | ) Cancel

Step 2 of 3

i schedule Wizard

Step 3: Logging, Alerting and Scheduling :

Logging
¥ Enable Logging

Log File Location : Ic:\logs\accountingcopy.IDg 0 | (7]
I Appendtolog @

™ Log File Size: I ME @
Alerting

W | _1Enable Job Status Maotification @

To: II'I',L‘-\dminS@CDntDSD.CDm

CC: ISOX@cuntDSD.cum

BCC: |

Scheduling
' Run this Joh Manually

@ Run this job at thistime [09/28/2014 =] | 1:00:00AM = T Run as Service @

4n Prey Next mp | @Eancel

Step 3 of 3
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Conf|rmat|on

Job Mame : Copy Accounting Data
Source : d\datalaccounting

Connectds : Logged in User || Copy as Root

Destination : glarchivelaccounting
Connectbs : Logged in User

Copy Features :

Logging :
Log file : cllogslaccountingcopy.log

Send Email Alerts to

ITadmins@contoso.com
SOX@Econtoso.com

Fun thiz Job on Sep 28, 2014 01:00:00 Ak

4= Prev | Finish & @Cancel

Confirmation Screen

#1GS RichCopy 360 [_ [ =]
o Info I? Job | “ Status Logl o Eonfigurationl
Status EMail Job Source D estinati Schd Time Last Run MextRun Progres: LogFile Edit
,; o Copy Accounting Data | d\datahaccounting gharchivehaccounting 09/28/2014 03:00:00 09/28/2014 03:00:00 03 c:hlogshaccount... -/.ﬂ

CAGSRichCopy.. | 4

3

[XIXIE

.?_,_R g Marketing Data M SAHASOT MArchive\barketing 09/25/2014 17:.01:45 0
_‘"*'[ Job is created and displayed in the Jobs tab. l

Finish &

Once a user click on

in the job confirmation screen, the job is then created and displayed in

the Jobs tab. It can then be triggered to run by selecting ﬂl or modified by double clicking
anywhere on the job. We will discuss the job details screen in the next section.
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Status Log Screen:
Status Log Tab displays a summary of all jobs that are running or have run already. Very useful
information can be obtained from the Status Log Tab such as:

=

Job Name

Job status (In Progress, Successful, Stopped, or Failed).

Which user context the job ran under

Start and End time (if job completed)

Job ID (in the event contacting technical support for further assistance.

H W N
—_ T = — —

ul

Please refer to the screen shot below

# 1GS RichCopy 360

I B

‘o Info I & Jobs Status Log | “o Configuration |
1D Joh Start At Finizh At RunBy Status
8e27 Accaunting Data 09/30/2014 03013 0943042004 03:70:14 aarin Failed
8526 Marketing D ata 094304214 0:09:55 | 09/30/2014 03:09.56 SYSTEM Failed
o525 Copy Accounting Data 09/30/2014 020034 | 095302014 03:00:54 aarin Stopped
8524 Copy Accounting Data 09/30/2014 024108 09/30/2014 02:41.37 aamin Successful
8523 Copy Accounting Data 09/28/2014 025916 | 09/28/2014 025318 nichcopy Successful
ae22 Copy Accounting Data 09/28/2014 025340 09/28/2014 0254.07 richcopy Successful
85241 Copy Accaunting Data 09/28/2014 025253 09/28/2014 0253203 richcopy Successful
8520 Copy Accounting Data 09/28/2014 024612 | 09/28/2004 02484 richcopy Successful
8513 Copy Accounting Data 09/28/2014 024518 |  09/28/2014 02:45:38 nichcopy Successful
ge1a3 Copy Accounting Data 09/28/2074 0243718 09528520014 02-44:07 richcopy Failed
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FAQs:
Below are some of the frequently asked questions our support and sales staff have received. We have
compiled this list and are continually updating it to provide you with the best support possible.

If you do not find your question or need some assistance, feel free to contact us by email or phone and
we will gladly work with you.

Email: support@gurusquad.com

Phone: +1 703 868-9252

Assigning Log On as a Service

Q1: When we specify a username and password to use for our GS RichCopy 360 server, the service fails
to start. This account is already an administrator. How can we start the service?

Al: In windows 2008 R2 and later, When specifying a user name and password for GS RichCopy Service
to use (under the configuration tab) and the service fails and cannot start, it is because the user
specified requires “log on as a service” privileges. This can be accomplished in two different ways:

Method 1:

1) Go tothe “start” menu = search = Type “services.msc”

Iservices.msd Log off |P|

=R

2) Locate GS RichCopy 360 Service and double click on it.

- TV oy TN e BRI .
gl T Hiiein i o il imeaille (OO J=tElr T
ol (R LT el iisls il Tale i =t WidMe W i Wl iEeallie T =l 1]
21535 RichCopy 360 Service This servic. .. Automatic 5
LTS R sl iy wa ¥ i i | i LETREE [ 1= T il IO =t 1 2T
LTPETET THN ELTE IR e SRR R = 2ot i LTI il TooEliEes
BE wisl APl Fas dw i) o e NE= I E | Wl imeallla ™ B . 1]
FELTE R BT e R Sy 1 TF R P Tl 8 LTI (Ol =t 1t
FRCTE TR imEaE S aiE Fasigg) 1T LT EETT TE] R 1T [Tl =t It

3) Click on the logon tab = Click on This account and type the user name and password for the
user you want GS RichCopy 360 service to use = Click ok.
Doing so, would automatically grant the username you specified logon as service rights. You
should receive a notification that the right to logon as a service has been granted. Please ensure
that you have to stop and start the service for the change to take effect.
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Services

I The account  ws has been granted the Log On As & Service
% right.

Method 2:

1) Go to the “start” menu = search 2 Type “secpol.msc”

7 %ee more results

secpal.mst|

2) Click on Local Policies = User Rights Assignment = Double click on Log on as a service

File  Action View Help

E—= Local Security Policy =] I

&= 25| XE = B=

T Fecurity Settings Policy =~ | security Setting |
;’—."'" Account _P_D"':i 1 ls] Load and unload device drivers Administrators
=lg L!:!tal Pdn_llc ® ; . 125 Lock pages in memory
g Sse:t;:;;iz ASSignmE 1vis) Log on as a batch job . Administro,ackup op...
4 Security Options = : . o Gk =
=] |Wind0ws Firewall with Advanced Seturity| 1t Manage auditing and security log Adrinistrators
] Metwork List Manager Policies Le] Moy an object label
| Public Key Policies g Modify firmware environment values Administrators
~| Software Restriction Policies 14s) Perform volume maintenance tasks Adrninistrators
| Application Control Policies 125 Profile single process Adrninistrators
,g IP Security Policies on Local Computer 12s] Profile system performance Administr abors,MT SERVIC, .. i
| Advanced Audit Policy Confiquration 1| Increase a process working set Users
[t Increase a process working set Users
12y Increase scheduling priarity Adrinistrators
11| Replace a process level token LOCAL SERVICE,METWOR. ..
1 I ILI Dackrra Filac and divackariac Admimicky skare Paclon Cin I |

3) Click on Add User or Group - type the user name and password for the user you want GS
RichCopy 360 service to use > Click ok and Ok all the way out. = Doing so, would grant the
username you specified logon as service rights. GS RichCopy 360 service must be stopped and
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started again for the change to take effect.

Lug on as a service Properties E
Local Security Setting | Explain |
I P I Security Setting | -]
E Log on az a service =] | Log On As I
H | ndminiskrakors

ndministr akors

CORPadriniztrator

MT SERWVICESALL SERWICES
WT SERVICE\MsDisServer1 10
WT SERVICEMMSSALSERVER
MT SERVICEMASS QLS erverOLAPS ervice |
NT SERVICE R eportServer Select Users, Computers, Service Accounts, or Groups HE
WT SERVICENSOLSERVERAGEMT
Performance Log U sers

Select thiz object twpe:

postgres
richcopy IUser& Service Accounts, Groups, or Built-in secunty principals Object Types... |
SOLServer200595 QLB rowserl serdyi 3 ; ;
SOLServerM 545U serfWMIFMSSALSERVER Frann thiz location:
Icurp.contusu.com Locations... |
Add Uzer or Group. Femove |
1 Enter the object names to select [examples]:
& s Bcorp. contozo. com |2 I Check Mames |

Advanced... | ak. I Cancel |

I Rdrnimistratars, MT SERVIC.. .

ar. | Cancel | Lpply | dminiskrakors
OCAL SERYICE,METWOR. .,
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