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1 CHAPTER 1: Overview

1.1 Introducing Omega DB Security Reporter

Omega DB Security Reporter is a security auditing and software-only solution for Oracle databases.

It is a SQL—PL/SQL network assessment tool.

It implements quick reporting, visualization and documentation of the security posture of the Oracle database on

the following security areas of top importance:

Oracle Security Areas
(Security Items assessed):
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Omega DB Security Reporter is an out-of-box and software-only solution. It is implemented as a Windows
Application, a simple client-side solution that is just deployed (no installation) on the user’s PC, configured in few
minutes, and ready to assess and report on the security posture of your Oracle databases.

Omega DB Security Reporter is Agent-less and accesses the target database in read-only mode.

Omega DB Security Reporter performs not just "browsing/viewing" of Oracle dictionary on security areas, but real
assessing and reporting of the security posture of your mission-critical Oracle database!

1.2 Solution Architecture

Omega DB Security Reporter features the simplest possible architecture regarding the Oracle database.

Oracle databases

\ |
| | | |
S 7 7 J

(simplest) Architecture

A two-tier, Client-Server model, the Application directly
connecting and assessing the target Oracle database. Fully
standalone (can run from USB).

The security personnel assesses and reports on multiple
databases; all configurations and results are stored locally.
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1.3 How it works

The Omega DB Security Reporter features a set of advanced, highly customizable and in-depth controls (Report
Classes) on important Oracle database security areas, as listed above.

It enables user to:

Quickly deploy, configure and connect to the target Oracle Database[s]

Report by pre-defined templates for Overall Security Reports — immediate start
Report ad-hoc by each Report Class — privileges, audits, password resources
Assess and evaluate Security Items for each Grantee/User *

Highlight differences between reports

Complete detailed documentation

Provide clear remediation information

* Field Control — common to each Report dataset — is the result of this evaluation.

ﬁ Remediation ‘] ﬁ

Configuration :> [‘ Reporting ::> I‘ Comparison

% Documentation <:D

Workflow
Configuration a one-time configuration of DB connection.
Reporting assess the target DB database
Comparison compare two reports of different point in times to highlight differences between
Documentation document your assessment
Remediation performed by the DBA based on report and comparison

Such controls can be performed while connected on the target Database, for each and any available Security Item
belonging to the supported Security Areas and being assessed, either in bulk or single mode.

The Security Item is evaluated for every Oracle User account (and optionally Role - when applies) and a Report
Dataset is generated.
Account Status evaluation:

The status of an Oracle user account is a factor in evaluation making difference between permanently Locked
statuses and others:

Permanently Locked:  LOCKED, EXPIRED & LOCKED, EXPIRED(GRACE) & LOCKED

Others: OPEN, EXPIRED, EXPIRED(GRACE), LOCKED(TIMED), EXPIRED & LOCKED(TIMED),
EXPIRED(GRACE) & LOCKED(TIMED)

DATAPLUS



oaamu: DATAPLUS Omega DB Security Reporter 1.1.0 - User’s Guide

Effective privilege (role hierarchy) evaluation:

A system, object or role privilege that is directly granted to a grantee (user account or role) is easily verifiable in
respective Oracle dictionary views, which is the simplest approach; however a grantee might have effectively (!)
the same privilege not granted (and verified) directly, but granted through a Role, or more, hidden after a “chain”
of roles granted to each other and having the privilege granted to the last role at the end of this “chain”.

The feature above ensures the evaluation considers not only a direct grant, but also an “inherited” one. It is
present in most controls whenever privilege-related.

Account based evaluation:

Reporting on effective privilege grants instead of only on directly granted enables assessing at Oracle user
account level only and not roles, as roles are just containers of privileges and do not represent operating entities
per se, like humans or credentialed interfaces - as user accounts do.

Intelligent Assessment:

Combining all features, and specific ones, like when reporting on system privilege audits, the account effectively
holding (or not) the privilege assessed impacts the report’s result.

Others:

Public Grants highlight

Grantable Privileges

Audit user-wide highlight

Report Comparison (Change Management):

Reporting alone is unable to provide a clear view on the next item most important behind report itself: Change
Management of the security posture. Use the Report Comparison to highlight and categorize the changes between
two different reports - Target and Baseline.

Analytics and Integration

Graphical analytics of security reports is provided as a pivot grid and dynamic related chart.
Export of Reports and Comparisons is available in Htm, Txt, and Xls format.
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1.4 Compliance

Omega DB Security Reporter’s focusing and capabilities on Privileges, Audits and Passwords management,
converge with the same control objectives assessed by common Oracle Security Checklists and general IT Security
Frameworks and Standards.

It will perfectly perform the assessment of Privilege, Audit and Password management related controls for the
following well known and authoritative Oracle Security Checklists:

CIS CIS Benchmark for Oracle Database Server 11g, 2011
STIG-DISA Oracle Database 11g Security Technical Implementation Guide, 2016
SANS Oracle 10g Security Hardening Checklist 3.1, 2006

Beside the security checklists above, Omega DB Security Reporter capabilities facilitate the assessment of Oracle
databases for compliance with the following, but not limited to, IT Security Frameworks/Standards:

ISO 27001/2 ISO 27002 2013, Security Techniques

ISACA (Cobit) Oracle Database Security Checklist, Whitepaper, 2008
PCI-DSS PCI DSS Quick Reference Guide, version 3, 2019
HIPAA The HIPAA Security Rule, 2003

Note

Checklists and Frameworks/Standards named above contain controls other than those supported/addressed by
Omega DB Security Reporter. There is no pretence in this application for a full match on all controls of the above
checklists, but only for what is supported by Omega DB Security Reporter - which has its own way and focus!

For more details on Omega DB Security Reporter compliance to requirements of common Oracle Security
Checklists and IT Security Frameworks/Standards, refer to Appendix A4 — Oracle Security Compliance.
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1.5 Compatibility and Requirements

Oracle Database support

Omega DB Security Reporter supports Oracle Database versions from 11g R1 — 19c.
It has been thoroughly tested on 11g R2 and 12c R2, and also on 18c.

Database support is independent of the operating system!

All editions of the Oracle database, Standard Edition (One) to Enterprise, and also the XE, are supported!

Application requirements
The OS and software requirements of Omega DB Security Reporter application are:

e All x86/x64 Windows NT-based systems.
e NLS_LANG operating system environment variable, optionally (*)

* refer to “Appendix A2 - Oracle Connection Settings”

Visit our website for news on current developments:

www.dataplus-al.com/omega-db-security-reporter
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1.6 Software Editions — Standard vs Professional

Software Editions
The Omega DB Security Reporter deployment features in two editions:

Standard This is the default-on-install edition and it is free to use in Live and Production environments, with
some limitations, as in the table below.

Professional The Professional Edition is a commercial solution and uses all features of the software.

Omega DB Security Reporter Features Standard Professional
Security Reports:

Overall Security Reports X X
Overall Security (with pre-defined Templates) X X
Ad-hoc Security Reports (by Class) X X
Persistence/Integration:

Save/Load X X
HTM Export X X
TXT, XLS, PDF, RTF Export - X
Comparison:

Overall Security Reports - X
Ad-hoc Security Reports - X
Analytics:

Overall Security Reports - X

Omega DB Security Reporter - supported features by Edition

Professional Edition Activation

Initially the Omega DB Security Reporter will run in the Professional edition and day-Trial limited mode.

Omega DB Security Reporter

Professional - Trial

The Trial period is 30 days. After the trial period expires the application will switch to the Standard edition.

The Professional edition can be registered during the Trial period or after its expiration by clicking on the red-lock
button on the right of the program’s hame — on form’s bottom

® professional Edition Registration

Professional Edition Registration

Registered To [DataPlus |

Serial Mo, |DDDUDDDD-DDUDDDDD-DDDDUDDD |

The “Registered To” and the Serial number are both assigned to the client by DATAPLUS (the Order button!).
Complete both and press button Register to register the Professional edition of the application. You will receive a
confirmation on the right combination of Registered To/Serial.

DATAPLUS
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2 CHAPTER 2: Deployment

2.1 Deployment and first run

Omega DB Security Reporter software package is deployed as a compressed file, named:
Omega_DB_SR_[VS]_[MN]_[PT].zip

The acronyms are two digit numbers, 0 left padded, and stand for:

VS Version
MN Maintenance Release
PT Patch Number

There is no installation routine in the proper sense, no installer and no registry entries created, just the files inside
the compressed package. Just download the software from our website and extract the files to a Windows
Explorer directory of your choice, for example:

C:\DataPlus\OmegaDBSecReporter

and put all the software package’s files into this directory.

@l\‘jv| < DataPlus » OmegaDBSecReporter - | 3 | | Search OmegaD
Eile Edit View Tools Help
Organize « Include in library = Share with = Burn Mew folder ==~ [ iéﬁl
fly Local Disk (C:) “  Name Type Size
SRecycle.Bin
a = £ %) dbs.db Data Base File 2KB
in
BT | %) ocidll Application extens.., 992 KB
ataPlus = =
= e X Omega_DB_SR_DataSheet.pdf Adobe Acrobat D... 356 KB
megaDBSecReporter =
e - vels B TH Omega_DB_SR_User_Guide.pdf Adobe Acrobat D...
evExpress £mos ~
T p o e OmegaDBSecRep.exe Application 77,061 KB
ocuments and Settings
— T et < 4 | OmegaDBSecRep.ini Configuration sett... 1KB
ownloads
e || Oracle_General_11g.orlst ORLST File 132 KB
ache
= - || Oracle_General_12c.orlst ORLST File 184 KB
usic
N:‘IDE\ %/ oraocieill.dll Application extens... 23412 KB
: || sys_obj_type_aud_td.txt Text Document 2KB
oracle
e || sys_obj_type_priv.txt Text Document 2KB
(= ogs
> g = %) sys_osr_anls.db Data Base File 5TKB
rogram Files
> 9 Files (86) | sys_usr_pro_rsc.tet Text Document 2KB
rogram Files -
13 itemns W& Computer

The application files deployed in this version are:

OmegaDBSecRep.exe Application’s executable file.

OmegaDBSecRep.ini Application’s initialization parameters file.

dbs.db Target Databases configurations binary file.

Oracle libraries Oracle 11g R2 Instant Client Win 32 binaries (oci.dll, oraocieill.dll).

Application data data used by the application (sys_osr_anls.db and the .txt files)

Oracle General ready to use Overall Security reports Templates on general Oracle security
(Oracle_General_11g.orlst and Oracle_General_12c.orlst)

Documents Software’s Data-Sheet and (this) User Guide in PDF format.
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It is advised that you place the Oracle General Templates in a special folder and not on the same with the
executable. Lists can be changed by user and also new ones created.

Same thing is required for other files that are persisted, like the Reports or Saved Searches, for which you are
also advised to create your own directories, headed — for example — according to Target Database names as
declared in your configurations!

Important Note!
Files deployed are opened and managed only by the executable! Compressing, modifying, or accessing them in

any mode other than from the application or without permit and advise from DATAPLUS may permanently
damage your data and also lead to abnormal and erroneous software behavior and results!

Double-click on the omegaDBSecRep.exe (or its shortcut) to start the Omega DB Security Reporter application!

The Application’s main form will open.

1 Omega DE Security Reporter = =

E e

bo
System Statementand  Object User
Privilege Audits  Shorteut Audits  Audits Passwords

% i

ons
Overdll System  Object Role
Security Privileges  Privileges  Privileges

Omega DB Security Reporter 4

e Professional L\

DATA
www.dataplus-al.com

Omega DB Security Reporter — Professional edition
In the Application’s main menu, the followings tabs are available:

Security Reports Overall Security Reports
Ad-hoc Security Reports

Tools Comparison of Security Reports
Analytics of Overall Security Reports

Options Target Databases
System configurations
Application data
Oracle Dictionary views

About Information about this software
Professional edition registration information
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2.2 Target Databases

After the install, but also later, user must create and maintain its own records of Oracle target Databases that will
be assessed and reported by Omega DB Security Reporter. To view the registered Databases, in the Application’s
main menu tab Options, group Databases, click on the button Databases. Form Databases (empty on deploy) will
open.

U Databases @

[Databases ]

[Bid  [pDBmame  |DBFullname  |DB Description |Enabled |Host |Port [s10 Service Name | DB User |
1OraliveDB  OraliveDB 11gR2  Orace LiveDEB 11gR2 ¥  192.168.1.22  152iord OMEGADESECREP =
20ral2R2  Orade 12cR2 Oracle DB 12cR2 ¥ 192.168.1.62 1521 dbliven1 OMEGADBSECREP
30ral0gR2  Orade 10gR2  Orade 10gR2 ¥ 192.168.161  1521ord OMEGADESECREP _
6 Oral8c(E Orade 15c XE Orade 18c XE ¥ 192.168.1.64 1521 XEPDB1 OMEGADBSECREP =i Delete
7 test1 test1 test1 test1 0 testl
8 test2 test2 test2 v  192.168.1.22  1521ord OMEGADBSECREP

6 Records
M o 4 T

Target Database main fields:

Name Description

DB Id Database unique number, incremental and auto-assigned

DB Name Application common name of the target Oracle Database

DB Full Name Application common full name of the target Oracle Database

DB Description = Application common description of the target Oracle Database, optional.

Enabled In use or not, controls appearance on System Authentication (logon) form

Host Machine’s Hostname or IP Address of the target Oracle database server

Port Oracle Listener Port of the target Oracle database, default 1521

SID Target Oracle Database Instance name, used by default. Valid for non-CDBs and non-RAC

Service Name

DB User
DB Auth

Target Oracle Database Service name, used for RAC database instances and PDBs. Default is
Null. Effective only when SID is left NULL!

Target Oracle database user account used for reporting *

Target Oracle database user account password used for reporting **

*  The only thing required in the target database; refer to “Appendix Al - Oracle Database Account for Reporting”!
** TInvisible on Grid. Optional entry at System Authentication on each connection - same for DB User.

Database functionalities (buttons):

Add opens form Add Database to register a new one (refer to topic below)
Open opens form Database for view and modification (refer to topic below)
Delete deletes the registered Target Database

DATAPLUS
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Add New Database

To register a new target Oracle Database, in the form Add Database complete the common target Database
naming and (optionally) description fields. Complete the target database connection setup entries in the Oracle
Target Database group box. The Test button will test the connectivity and authentication to the target Database.

| Add Database

=3

[Add Database

DB Name CraCoreDB

]

DB Ful Name |Orade Core DB

DB Description |Orade Core Database

[v Enabled

rCrade Target Database

Host/IP Address  [192.168.1.100

SID [ord

Service Name [

DB Scan User [omEGADBSECRER

DB Scan Auth. | =============

| [~ Show

Press the button Add to register the new Database.

Open Database

To open an existing target Oracle Database for view or modification, open it in the form Database.

Q Database

=3

[Database

DB Name CraCorelB

]

DB Full Name |Orade Core DB

DB Description |Orade Core Database

[v Enabled

rCrade Target Database

Host/IP Address  [192.168.1.100
SID [ard

Service Name [

DE Scan User [omEGADBSECREP
DB Scan Auth. [ am—

| [~ Show

If you make changes and want to save them — press the button Save.

DATAPLUS
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2.3 Connecting to a Database

With the Omega DB Security Reporter you can connect one-at-a-time to all target Oracle databases which you
have previously configured in the form Databases.

To connect to an Oracle database, at application’s main form on the bottom-left press the button Connect.

Database
Status

Disconnected

This will invoke the target database System Authentication form. The Database combo box loads the enabled
Target Databases by DB Name, and auto-selects the last one successfully connected. The Username and
Password edits are respectively completed or opened, depending if they have been set on the respective target
Database entry.

= Systern Authentication @
[System Authentication ]

Username [OMEGADBSECREP |
Password | |

™ Show Password
Database [graliveDs

hd |

Press the Logon button to connect to the target database.

Note

For more details on Oracle database connection settings refer to topics “System Settings” and “Appendix A2 -
Oracle Connection Settings.”

After logging on to the target database, the edit boxes of the Database panel, bottom-left of the application’s
main form, will be filled with information related to the target database.

Database
Status DB DE Mame DE Unique Mame  Version

oretiveps | 1120.10

Platform Status

The Database panel fields are:

DB DB Name for the Target Database
DB Name Database name

DB Unique Name Database unique name

Version Database full version

Host Database host name

Platform Database platform

Status Status of the Database
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3 CHAPTER 3: Security Reports

3.1 Common Report Features

3.1.1 Report Classes

Reports are classified by available Report Classes according to the type of the Oracle Security Item that is being
assessed, which can be a privilege (system, object, role), an audit (of a system privilege, statement, shortcut,
object privilege/statement), or a password resource; this - logically - determines the technical approach of the
assessment and impacts the format and content of the report result.

As a last (technical) resource a Report Class is a specific Oracle PL/SQL routine that is invoked by the application
to assess each security item belonging on the Target Database. During the report, the Security Item is evaluated
for every Oracle User account (and optionally Role - when applies) and a Report Dataset is generated. The
Security Item assessed relates to one, many, or none of the Report Dataset records — depending on the Report
Class approach, Security Item and Grantee/User being evaluated.

The Report Classes available in this version are:

System Privileges

Obiject Privileges

Role Privileges

System Privileges Audits
Statements and Shortcuts Audits
Object Audits

Password Resources

Nowuhwn=

Note:

The Audit Classes (4-6) support the Oracle Database Traditional Audit only! The new Unified Audit, starting with
Oracle Database 12c Release 1, is scheduled in our plans and will be available in the next versions!

So is another Report Class dedicated to the database Initialization Parameters — security-related.

3.1.2 Report Types

Two general Report types are available in this application:

Overall Security Reports integrating different/all classes into an overall report, with security items loaded
from a pre-defined Template, either deployed or user-defined.

Ad-hoc Security Reports performing Reports by each Class, with security items retrieved from a direct
search on the target database

The first are ideal for periodic assessment and reporting
The second — as the name implies — for ad-hoc of the same.

However, their features are applicable and find their way in both situations.
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3.1.3 Operation and Presentation

Security Report forms have common features, starting with being comprised of two main tabs.

In the first, a list of Security Items is either loaded from a pre-defined Template, or created, as in the case of the
Overall Security Report, or searched directly from the Oracle Target Database dictionary, as in the case of ad-hoc
Reports. Application data are also used in case of Object Privileges/Audits, and of Password Resources Classes.

£ OverAll Security Report |E=m(E=n | [ System Privileges Report =8|
OverAll Security Report System Privileges Repart

Security Items | OverAll Security Report | System Privileges | system Privieges Report|
[Securtty Ttems _orace_General_11g.orist I[Report | [search options J[Report |

3 System Priviege 5

Crer— ScnCote[scanmessage | =
, SystemPrivieges  DROP ANY CUBE BUILD PROCESS System Privilege Priv. 1d. [Scan Code  |Scan Message E

9, SystemPrivieges  UPDATE ANY CUBE BUILD PROCESS I User & Role ALTER SYSTEM I User & Role

o i

& SystemPrivieges  UPDATE ANY CLBE DIMENSION - [ User Priviege AUDIT SYSTEM -+

% SystemPrivieges  ADMINISTER SOL MANAGEMENT OBJECT = S \CREATE SESSION 5 O Stop

@, System Privieges ALTER PUBLIC DATABASE LINK ALTER SESSION ©

@, SystemPrivieges  ALTER DATABASE LINK RESTRICTED SESSION 7

@, SystemPrivieges  FLASHBACK ARCHIVE ADMINISTER [l Delet=| CREATE TABLESPACE -0

(% System Priviege Audit ALTER SYSTEM |ALTER TABLESPACE 11

% System Priviege Audit SYSTEM AUDIT I Al Fickds MANAGE TABLESPACE E

% System Priviege Audit CREATE SESSION DROP TABLESPACE -3

(% System Priviege Audit ALTER SESSION UNLIMITED TABLESPACE 15

(7, System Priviege Audit RESTRICTED SESSION e CREATE USER 2 oo

(7, System Priviege Audt CREATE TABLESPACE T CHEIHD BECOME USER 2 00-00-0000 00:00:00
898 Records 5| Finished 208 Records Finished

N 00-00-0000 00:00:00 S0 00-00-0000 00:00:00
Scan Progress ]cl:::m - E Scan Progress zf::hed g
Errors 0 Errors [

Field[s] on the left describe[s] the Security Item assessed, specific to each Report Class. The last two on the right,
Scan Code and Scan Message - common to all reports - describe report item operation. They are initialized as Null
on every Load/Search, and completed only after the next Report Run.

On the right side of the same first tab, the Report group provides report operations and information.
Common functionalities are:

eportResult—————
Starts a new report. Started

16-12-2010 20:40:50 Report execution and general
Finished

16-12-2019 20:41:00 summary information
Items 18
Stops a running report = O

Report Input parameters are specific and valid for each class, and more detailed in Overall Security Report topic,
and on each ad-hoc Report one.

Press the button Run to generate a new Report. All Security Items will be processed, first to last, the bar on the
form’s bottom will display the operation’s progress, and a final Information Message box will show in the end.

[ OverAll Security Report (=== [ System Privileges Report =8B =
OverAll Security Report System Privileges
Securty Items | overAl Seaurity Report| System Privieges |5ystem Privieges Report |
[Security Ttems _orade_General_tig.orlst J[Report ] (Search Optons PRIV 577,02 spvep [Report J
= System Friviege
0 Search ’—9—‘ =
[Report Class [Security Item [ScanCode _[Scan Message. [=] Like |"TABLE%
T, SystemPrivieges  UPDATE ANY CUBE BUILD PROCESS @ Completed Completed [System privitege [Priv.1d.[Scan Code | Scan Message []
9, SystemPrivieges  ADMINISTER SQL MANAGEMENT OBJECT (&) Completed  Completed [ User Priviege CREATE ANY TABLE -41 () Completed  Completed
9, SystemPrivieges  ALTER PUBLIC DATABASE LINK &) Completed  Completed = i ALTER ANY TABLE -2 (@ Completed Completed
@ L7 BACKUP ANY TABLE 43 (@) Completed Completed
', SystemPrivieges  ALTER DATABASELING @ Completed  Completed
@, SystemPrivieges  FLASHBACK ARCHIVE ADMINISTER (@) Completed  Completed ROEANYTAE ~# @ Completed Completed
(7, System Priviege Audt ALTER SYSTEM @ Completed  Completed [Fi Delete| © stom LTSI 5@ CDWD:E'ES CUWD:E'ES
(% System Priviege Aucit SYSTEM ALDIT @ Completed  Completed TSI TS =Bl R GrEE
- SELECT ANV TABLE 47 (@) Completed Completed
(3, System Priviege Audt CREATE SESSION & Completed  Completed T -
3 felds INSERT ANY TABLE 48 () Completed Completed
(7, System Priviege Audt ALTER SESSION @ Completed  Completed
(3 System Priviege Audt RESTRICTED SESSION @ Completed  Completed DA DI corvietelfcorvioted
Moo . 2 - @ D‘ ] D‘ " Report Result DELETE ANY TABLE 50 (@) Completed Completed
 System Privdege Audt CREATE TABLESPACE @ Completed  Complet= P S e e i
LRSSt e o= M AL TER TR AE ot B G L 10-03-2020 00:38:41 FLASHBACK ANY TABLE 243 (@) Completed Completed TP
i 2| mehon] 18 Records Finished
PR DT (e B AR B 16-12-2019 20:41:00
Sy Ttems 898 . Ttems 18
Completed 898 LI Completed 18
NNRENEEENEERENRENEEEENERNNNENENEERERNNNENNNENNNNRANEEEN]| cros o NNNENENERNENEENENERENNEEENNENENENEENENNNNENERNENEEENE| o 0

Overall Security Report — completed System Privileges ad-hoc Report — completed

Reporting will update fields Scan Code and Scan Message for each Security Item while processing.
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Scan Code and Scan Message fields:

Scan Code Result Code of the Item'’s report, available options:

(&) Completed  Completed successfully
& System Error - program error
& OradeError  Oracle error

Scan Message Success confirmation, or system/Oracle error message
Notes:

1. Do not to interact with the application while the report is running! Stopping is the only exception!
2. Sorting is reset on report run. Filtering of Security Items is suspended, all records are assessed.

After Report run, the first tab’s grid, with its Scan Code and Scan Message completed, will summarize information
on individual Item operation level. The “real” Report — record details for Security Items — is found on the next tab.

In the second tab, the Report records, generated on the assessed Security Items on the previous, are displayed.

[ Ovarki Secuity Repont =& [ System Privileges Report [ o)==
[Overll Secustty Repart 1 System Privileges

SeasityTiems | Ovaral securty Rapart System Privieges | System Privieges Report |

(Report 20200310 05R J (Report 20191218 01 PRIV_SPR

o = epo i
5 Load | [ Save By Compare | [l Anaytics et 15 e [fgn e [
2! e
Orag & coem headr here 0 gram by St cohamn
o i I : I N I o it i st oot G = Drag a column header here to group by that column

B OMEGACAEVCER g, User OPEN ke

s e :zz;;:s ‘:& ':':;::: [System Privilege [Grantee [Tyee | [Grant Hode] [ [control _[Control Output |
& weer 20200 b, Medum . by o = 2

e = ey " e INSERTANYTABLE OMEGADSO1 3 User LOCKED Brde  @ves  m0n050 A B e

2 ner oPEN ole 100320200 SMgh . byRoke08A INSERT ANY TABLE  OMEGADSRPS User OPEN Frole  @ves 18-12201901:05:08 A Hgh Role. DBA

3 w100 # roe T e INSERT ANYTABLE  SYSTEM 3 user opEn s 18-122019 01:05:08

2 vsertoom L Roe 100320200 /i Medum .. by Role 08A INSERTANYTABLE TESTDEAO1 3, User LOGKED s 13-12-2019 01:05:08

& weer LOOED Rele s 18122019 01:05:08

100320200 i Medhm ., by Rk 084 INSERTANYTABLE TESTOBADZ g User LOCKED

B User LOCKED tere: 100320200 INSERT ANY TABLE  WMSYS & User EXPIRED &LOCKED (3} Plain 18-12-2019 01:05:08 nt.
-':i User BIFRED ALOOED [ Mors: RN UPDATE ANY TABLE  MDSYS & User EXPIRED &LOCKED (5] Plain @no  18-12-201301:05:08 (@ Info  Direct Grant.
b A ) )l UPDATE ANY TABLE  OLAPSYS & user EXPRED 8LOCKED ), Role @no  18-12201901:05:08 (@ Info  Role. OLAP_DBA
-UE & User EWIRED SLOCED [ ane Dame o o UPDATE ANY TABLE OMEGACAEVDBA {3 User OPEN B role @ ves  18-12201901:05:08 [\ Hih Role. DBA
& ive oo 10T @ rere worms @ y
& User BPIRED 8100ED (G tone [ P it 100320200 Ger UPDATE ANY TABLE  OMEGADS 3 User OPEN ﬁ Role @ e 18-12-2019 01:05:08 [\ High  Role. DBA
8. Lvec EYPIRED A1LOCKED._ Hore el durkt 100320700 51 G H e =1
R SN
Overall Security Report — records System Privileges ad-hoc Report - records

Field[s] on the left (System Privilege only in this example) describe[s] the Security Item assessed, specific to each
Report Class. The last three on the right - common to all reports — display Date-time and Control information on
reported Security Item/Grantee couple.

Date Start DateTime of Item report (from target DB)
Control Evaluated Result of Report Item for Grantee
Control Output Details on Report Item for Grantee

The following functionalities are common to all reports:

[ Load Loads the report from disk
Saves the report to disk (binary file)
| Bi compare Opens report’s respective Comparison form; current report loaded as Target

Export || o | [ Voce | | [ 30 | Export the report respectively as Htm, Txt and Xls files
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3.2 Overall Security Report

To perform an Overall Security Report on the Target Oracle Database, in the application’s main menu, first tab

Security Reports, group Overall Security, click on the button with same name. Form Overall Security Report will
open.

The first tab Security Items, as the name implies, features an integrated list comprised of items from one, more,
or all available Report Classes. It can be loaded from an Overall Security Template, or created on the run,
respectively by using buttons Load and Add, later explained.

A new Report is run on the Report group on the right. Report inputs — specific to each Report Class — are:

[ User & Role All Privilege-like Users only or Roles also assessed
Iv User Priviege System Privilege Audits Evaluated or not for effective grant
Security Profile User Password Resources Security Level used for assessment

For more details on Report Inputs refer on each (class-specific) ad-hoc Report topic!

Press the button Run to generate a new Report and wait until all Items complete.

[| OverAll Security Report EI@
OverAll Security Report ]
Security Items | Querall Security Report |
| Security Items  Orade_General_11ig.orlst H Report \
‘Ilepart Class ‘Secnrilylt:m |Scal| Code 'Scan Message |z|
@@ System Privileges UPDATE ANY CUBE BUILD PROCESS (&) Completed  Completed
@,3, System Privileges UPDATE ANY CUBE DIMENSION (@) Completed  Completed [ User & Role
#, System Privileges ADMINISTER SQL MANAGEMENT OBJECT (&) Completed Completed [ User Privilege
@,\% System Privileges ALTER PUBLIC DATABASE LINK @ Completed  Completed Security Profile
;, System Privileges ALTER DATABASE LINK (&) Completed  Completed L=
£, System Privileges FLASHBACK ARCHIVE ADMINISTER (& Completed  Completed
[ %, System Privilege Audit ALTER SYSTEM (@ Completed  Completed °% Delete © stop
L System Privilege Audit SYSTEM AUDIT (@) Completed Completed =
|; System Privilege Audit CREATE SESSION (&) Completed  Completed ™ Al Fields
|_<:> System Privilege Audit ALTER SESSION (@) Completed  Completed
| System Privilege Audit RESTRICTED SESSION (&) Completed Completed I—
[ 4, System Privilege Audit CREATE TABLESPACE (@) Completed  Completed S;p:t'ad =sult
L%; System Privilege Audit ALTER TABLESPACE (&) Completed  Completed 10-032020 00:38:41
598 Records =] Finished
TG 10-03-2020 00:49:27
Items 898
Scan Progress
g Completed 898
INEEENERENEENENEENENENENENEEEEENENEENNNNNNENNNENNNERENE]| erors 0

Specific Overall Security Items fields are:

Report Class indicates the Class of the report
Security Item specific by Report Class, ex. System Privilege, ..., Password Resource.

Content format of the Security Item field goes by Report Class:

Security Items  Orade_General_11g.orlst <SYSTEM PRIVILEGE>
<SYSTEM PRIVILEGE AUDIT OPTION>

[Report Class |Security Ttem <STATEMENT/SHORTCUT AUDIT OPTION>

%, System Privileges CREATE USER <PASSWORD RESOURCE NAME>

[ System Privilege Audits CREATE LISER <ROLE>

| ;7 statement Audits USER <owner> <OBJECT NAME> <object type> <OBJECT PRIV.>

¥4 Password Resources  PASSWORD_LIFE_TIME <owner> <OBJECT NAME> <object type> <OBJECT AUDIT> p:[x]*
ﬁ Role Privileges DBA

L} Object Privileges sys DBA_TAB_PRIVS view SELECT * p[x] is object privilege [0-no, 1l-yes]

I[] Object Audits sys DBA_TAB_PRIVS view SELECT p:1

Report Classes and Security Items Security Item content format by Report Class
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On the Security Items grid right, the following functionalities are available:

. |
i

|=% Load

E'l Save

=% add

=5 Delete

%] Open

Loads an Overall Security Template from disk, application provided, or user-
created. In this version the application provides the following templates:

e Oracle General 12c Template
(can also, except for few items, be used for 18c and higher versions)
e Oracle General 11g Template

Saves the Security Template permanently to disk, needed after changes to the
deployed ones, or when creating/changing user defined.

Displays a drop-down menu to
add a new Security Item

System Privileges
Object Privileges

Role Privileges

Systermn Privilege Audits
Statemnent Audits
Object Audits

FIEE RS

Pasword Resources

For example, the form on the

Q Systern Privilege Audits EI@

Search Options |

Audit Option (System Privilege
i, searc USER.

v all

[ x [Audit option |option 1d. [Property | 5 Add
| CREATE USER 20 0
v
BECOME USER. 21 0
| ALTER USER 2 0
| DROP USER 23 0 ¥ Append

4 Records
[ I I ]

right, invoked by the menu Search queries Oracle dictionary
item named the same, enables  (Check) All selects/unselects items
adding new Security Items of ~ Add single adds selected record to list
Report Class System Privilege ~ Add multiple adds selects items to list
Audit. Respectively, forms for ~ Append appends new record to the

each other class offer the
same functionality

end of list when checked,
previous record otherwise

Deletes the selected Security Item record

Other than a bulk reporting on all Security Items, a single-item reporting
application form is available for all available Report Classes. It can be invoked
from the Overall Security Report, or by any Ad-hoc Security Report, via button
Open, on the right and below to the Security Items list.

[ System Privilege Report EI@
[ System Priviege ]
System Privilege |CREATE USER.
\System Privieae Report \
“ || Report
Drag a column header here to group by that column U
|Gra||tee ‘vae |Aooo|u|t Status ‘Grant Mod I ! ontrol | Control Qutput | ‘@‘ Run
OMEGADS &2 User LOCKED &, Role @ ves /2 Medum .. by Role DBA
OMEGADSO1 @ User LOCKED Sivived @ Yes /i Medum Direct Grant [~ User & Role
OMEGADSRPS 2 User OPEN i# Rale @ ves 4 High .. by Role DBA
scoTT & User EXPIRED B plain @ no £ low  DirectGrant
SYSTEM & User LOCKED &, Role @ ves /b Medum .. by Role DBA
TEST3 &2 User EXPIRED & LOCKED S Mixed @ Yes /&y Medium Direct Grant
TEST4 & User LOCKED (3 Plain ®ro @ Info  Direct Grant
TESTS & User EXPIRED & LOCKED é Role @ ves /2 Medium .. by Role TESTROLED2
TESTDEADL & user LoCkED & Role @ ves /i Medum .. by Role DBA
TESTDBAO2 2. User LOCKED %, Role (0 Yes '\ Medum .. by Role DBA
12 Records lz‘
oW o
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In the second tab Overall Security Report, the completed report is displayed. Listing for each Security Item are:
Grantees of the privileges (effective grant!), or User (although Grantee column is used) for Audits and Password
Resources — as for each specific Report Classes.

[/ OverAll Security Report E@
[0vem\| Security Report ]
Security Items | OverAll Security Report |
[Report 20200403_0SR |
([Stoma) (Bsve] (B Compare) (il Anaivics) (3 epor]
Drag a column header here to group by that column lz‘
[Report Class [Security Ttem [Grantee [Type | t Status |Grant Mode | ble [Audit Mode [Resource Limit |Date Start [Control | Control Output | ]
@3 System Privileges FLASHBACK ARCHIVE ADMINIS OMEGADS a User EXPIRED(GRACE) % Role " Yes 03-04-2020 1 £\ High .. by Role DBA
@& System Privileges FLASHBACK ARCHIVE ADMINIS OMEGADSO 1 2 User LOCKED ,% Raole . Yes 03-04-2020 1 /1 Medium .. by Role DBA
@;3 System Privileges FLASHBACK ARCHIVE ADMINIS OMEGADSRPS g User OPEN ,% Role " Yes 03-04-2020 1 Z\ High .. by Role DBA
@, System Privileges FLASHBACK ARCHIVE ADMIMIS SYSTEM 4 User EXPIRED(GRACE) ,% Role . ‘fes 03-04-2020 1 Zy High .. by Role DBA
@, System Privileges FLASHBACK ARCHIVE ADMINIS TESTDBAO1 £ User LOCKED ,% Role " Yes 03-04-2020 1 /1, Medium .. by Role DEA
@zg System Privileges FLASHBACK ARCHIVE ADMINIS TESTDBAO2 ﬁ User LOCKED _lf; Role ' Yes 03-04-2020 1 /& Medium .. by Role DBA
|g; System Privilege Audits ALTER SYSTEM AAA 2 User LOCKED B None E Full Audit 03-04-2020 1 [_] Generic All Users Audit:
| & System Privilege Audits ALTER SYSTEM ANONYMOUS & User EXPIRED & LOCKED B None E Full Audit 03-04-2020 1 [ Generic All Users Audit:
|g; System Privilege Audits ALTER SYSTEM APEX_030200 4 User EXPIRED & LOCKED B Plain E Full Audit 03-04-2020 1 [ Generic All Users Audit:
I_<l> System Privilege Audits ALTER SYSTEM APEX_PUBLIC_USE E User EXPIRED & LOCKED G None E Full Audit 03-04-2020 1 [[] Generic All Users Audit:
|_,:,f) System Privilege Audits ALTER SYSTEM APPQOSSYS ﬁ User EXPIRED & LOCKED ﬁ None E Full Audit 03-04-2020 1 [[] Generic All Users Audit:
|_g; System Privilege Audits ALTER SYSTEM BI 2 User EXPIRED & LOCKED B None E Full Audit 03-04-2020 1 [[] Generic All Users Audit:
|&; System Privilege Audits ALTER SYSTEM CTXSYS & User EXPIRED & LOCKED B None E Full Audit 03-04-2020 1 [_] Generic All Users Audit:
| £, Svstem Privilene Audits Al TER SYSTEM DRSMMP & lser FXPIRFD 81 0OCKFD_B None ¥ Full it 03-04-2020 1 2] Generic Al Lisers Audit:
21130 Records Iz‘
LN |

Overall Security Report fields:

Name Description

Report Class Class of the Report
'@'ﬁ System Privileges
I'__'"ﬁ-, Object Privileges
& role Privileges
| & System Privilege Audits
| J»Statement Audits
("] Object Audits
%&', Password Resources
Security Item Security Item specific by each Class

Grantee * Grantee — User or Role for privilege-like Classes, User for others
Type Grantee Types.

@rubic  Grantee is Public
& User Grantee is an User account
S Role Grantee is a Role

Account Status = User Account Status

Grant Mode Mode of Privilege (effective) grant:
& Plain Granted directly

& role Granted through Role[s]

S Mixed Granted directly and through Role[s]
Grantable If the Privilege is (effectively) transferrable

@ o Is not grantable
@ ves Is grantable

Audit Mode Mode of User Audit
0 [Mno Audit Not audited
1 Partizl Audit  Partial Audit
2 [Brul audit Full Audit
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Resource Limit User Resource Limit

Date Start DateTime of Item report

Control Evaluated Result of Report Item for Grantee.
0 | Generic Generic represents a correct security posture.
1 @info All others, from Info-Critical indicate increasing
2 MAlow levels of criticality!
3 A5 Medium
4 AyHigh
5 4\ Critical

Control Output = Details of Control Output.

* In the result dataset of the Overall security Report, field Grantee features fields Grantee from privilege-like
classes, System, Object and Role Privileges, while User for others - Audit and Password Resources.
Important Note

For more details on Grant Mode, Audit Mode, Resource Limit and Control fields (Control and Control Output), refer
to topic Appendix A3 - Report Classes and Application Codes.

Report Class Specific Fields

Fields Grantee, Type, Account Status, Grant Mode, Grantable, Audit Mode and Resource Limit are completed
depending on the Report Class in use. However, they are the one visible, but not the only ones.

[~ alrelds  Checking the All Field checkbox on the first tab will display the following other fields, present in
both Security Items and Report records:

System Privilege, Role, Object Owner, Object Name, Object Type, Object Privilege, Audit Option, Object Audit,
Obj. Priv., Resource (Name).

More details on these fields is provided on respective ad-hoc Reports topics!

Hint:

Alternatively, in the Overall Security Report grid the fields appearance can also be selected by right-clicking on
any field header and invoking the grid’s right-click menu. The later, that includes other feature other then field
appearance, is available also to all ad-hoc Security Reports.

l Sort Ascending
l Sort Descending

B B

Clear Sorting

Group By This Field
Group By Box

O @ oo

Footer

Group Footers

Remowve This Column

Field Chooser

I @

Best Fit

Best Fit (all columns)
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“Classic” Report Print/Preview

Print and Preview — on classic style — is an available feature of the Overall Security Reports. In the second tab
Overall Security Report, after you have generated or loaded a report, press the button Report on top. By default a
preview of the Report will show in its own report-style form.

The Database Overall Security Report contains three sections:
1. Summary Executive

2. Summary Executive Details
3. Report Items

T Previen
BEEHAN R % A3 EME | N A ofsl b W Close.
—

Datnbss Over-al Sacurty Report 2 S Bt Dene
Prme—
* Sy Emtin - i
- it P
T i d =
- w st H
p = st :
= m gy :
v i Samenvas aom n
Uean w Sanmorvan aom i
- n SaTmaa e i
s » Commerva aom H
:
o S n
®
H
b
B

LR
iiiﬁmggggsssssgé

4Eii’i!iiéii;ig&ﬂgi&g«’:iﬁégii;izi g

1
By

Summary Executive (and details) above, Report record Items below

T previen
SETEHAN(RQ s -AD AO Y| K as ot b W Cose

H
9

wote Actvom fause  Cow

T PRRENENRIV PEERERENIEAEEOEOEES
B8
88
fegREsy FeeaERagy yeeaagRaqvnnuy
Biididansg ssspgvsssggiesgii

PRddfasqd
]
s

e

The following functionalities — between others — are found on the top-left of the report preview form:

d=h opens the Print dialog to print the report
= In the drop-down menu can choose the RTFfile.. option to save as a file in Rich Text format
L opens the PDF export dialog to save as a file in Portable Document format
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3.3 Ad-hoc Security Reports

3.3.1 System Privileges Report

To assess and report on Oracle Database System Privileges, in the application’s main menu, first tab DB Security
Reports, group Privileges, click on the button System Privileges. Form System Privileges Report will open.

In the first tab System Privileges, complete the search inputs, or load them from disk, and press the button
Search to retrieve the System Privileges that will be reported from the Target Database.

= System Priviege
[ Like ]%TABLE

The search functionalities are common to all ad-hoc Reports:

Searches and retrieves Security Items

System Privilege

Loads Search Options from disk. -
Saves Search Options to disk. -

Operator drop-down buttons defines
different combinations of search options.

Semicolon (;) is used to separate IN/ NOT IN-s

A new Report is run on the Report group on the right. Report inputs are:

Unchecked
Checked

[ User & Role

Users accounts only assessed — default (and advised)
Users accounts and Roles assessed (for a specific focus on Roles)

Press the button Run to generate a new Report and wait until all Items complete.

{1 System Privileges Report

oo

System Privileges

J

System Privieges | System Privileges Repart

Search Options  PRIV-SPR_0Z.spvsp

|Repnrt \

= System Priviege
Lke |[%TABLE% |

[System Privilege [Priv. 1d. [Scan Code _ [Scan Message

CREATE TABLE -40 (&) Completed  Completed
CREATE ANY TABLE

ALTER ANY TABLE
BACKUP ANY TABLE
DROP ANY TABLE
LOCK ANY TABLE
COMMENT ANY TABLE
SELECT ANY TABLE
TNSERT AMY TABLE
UPDATE ANY TABLE
DELETE ANY TABLE
UNDER ANY TABLE
FLASHBACK AMY TABLE

18 Records

HOH 4 r o

-41 (& Completed
-42 (&) Completed
-43 (&) Completed
-44 (&) Completed
-45 (&) Completed
-46 (&) Completed
-47 (&) Completed
-48 () Completed
-4 (&) Completed
-50 (&) Completed
-213 (@) Completed
-243 (@) Completed

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

|
-

™ User & Role

[ReportResult————
Started
16-12-2019 20:40:50
Finished

16-12-2019 20:41:00

Items 18

|'Scan Progress

INNNENEEERENEEENENENENENENENENENENRENNENRENNNNRENNEEN| Erors 0

Completed 18

In the second tab System Privileges Report, the completed report is displayed. Listed for each System Privilege
are: Grantees of the privilege (effective grant!).
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{1 System Privileges Report E@

[System Privileges l

System Privileges | System Privileges Report |

[Report 20191216_PRIV_SPR |
Suosd) (@seve]  [Facomoare]
Drag & column header here to group by that column El
|Svstem Privilege I rantee "vae ! unt Status |Grant Mode I |Date Start ‘Cnntrnl |Contrn| ‘Output |
SELECT ANY TABLE OMEGACAEVDBA a User OPEN ,% Role " Yes 16-12-2019 20:40:58 4 High Role, DATAPUMP_IMP_F
SELECT AMY TABLE OMEGADS 3 User OPEM ‘% Role ' Yes 16-12-2019 20:40:58 4y High Role, DATAPUMP_IMP_F
SELECT AMY TABLE OMEGADS01 E User LOCKED ,% Role " Yes 16-12-2019 20:40:58 /&y Medium Role. DATAPUMP_IMP_F
SELECT ANY TABLE OMEGADSRPS E User OPEN ,ﬁg Role ' Yes 16-12-2019 20:40:58 4\ High Role. DATAPUMP_IMP_F
SELECT ANY TABLE SYSTEM E User OPEMN Fg’: Mixed " Yes 16-12-201% 20:40:58 4 High Direct Grant.
SELECT AMY TABLE TEST1 E User LOCKED 5 Plain . Mo 16-12-2019 20:40:58 (@ Info Direct Grant.
SELECT AMY TABLE TESTDBAO1 E User LOCKED i Role " Yes 16-12-2019 20:40:58 /&4 Medium Role. DATAPUMP_IMP_F
SELECT AMY TABLE TESTDBAD2 E User LOCKED ,% Role ' Yes 16-12-2019 20:40:58 /&y Medium Role, DATAPUMP_IMP_F
SELECT ANY TABLE WMSYS a User EXPIRED &LOCKED 9 Plain . Mo 16-12-2019 20:40:58 (¥ Info Direct Grant.
INSERT AMY TABLE OLAPSYS 3 User EXPIRED & LOCKED ‘% Role . Mo 16-12-2019 20:40:59 (¥ Info Role, OLAP_DBA
INSERT AMY TABLE OMEGACAEVDBA E User OPEM ,% Role " Yes 16-12-2019 20:40:55 /4 High Role. DBA D
INSERT AMY TABLE OMEGADS E User OPEM ,% Role ' Yes 16-12-2019 20:40:59 Ay High Role, DBA
INSERT AMY TABLE OMEGADS01 a User LOCKED ,% Role " Yes 16-12-2019 20:40:59 /& Medium Role, DBA
TMSFERT AMY TARLE OMEGADSRPS S User _OPFM . Role i ves 1A-12-2019 20:40:53 /% Hinh Role. DRA
159 Records Iz‘
LB I B I

System Privileges Report fields:

Name Description

System Privilege = System privilege name

Grantee Grantee of the privilege
Type Grantee Types.
@rublic  Grantee is Public
& User Grantee is an User account
S Role Grantee is a Role
Account Status  User Account Status
Grant Mode Mode of Privilege (effective) grant:
) Plain Granted directly

& role Granted through Role[s]
S Mixed Granted directly and through Role[s]

Grantable If the Privilege is (effectively) transferrable
@ Is not grantable
@ ves Is grantable
Date Start DateTime of Item report
Control Evaluated Result of Report Item for Grantee.
0 |lGeneric  Grantee is Role, Privilege not Grantable
1 @Info Grantee is Locked User, Privilege not Grantable
2 MhLlow Grantee is Unlocked User, Privilege not Grantable
3 ZMedium  Grantee is Locked User or Role, Privilege is Grantable
4 U High Grantee is Unlocked User, Privilege is Grantable

5 AACritical  Granted to PUBLIC
Control Output | Grantee details on effective privilege.
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3.3.2 Object Privileges Report

To assess and report on Oracle Database Object Privileges, in the application’s main menu, first tab DB Security
Reports, group Privileges, click on the button Object Privileges. Form Object Privileges Report will open.

In the first tab Object Privileges, complete the search inputs, or load them from disk, and press the button Search
to retrieve the Object Privileges that will be reported from the Target Database.

- Object Owner Object Type Object Mame Priviege
[ = |omEcacagvarr  |[[OL][ n ||TABLE;VIEW;PROCEDURE Q=) =)

A new Report is run on the Report group on the right. Report inputs are:

[ User & Role Unchecked Users accounts only assessed — default (and advised)
Checked Users accounts and Roles assessed (for a specific focus on Roles)

Press the button Run to generate a new Report and wait until all Items complete.

£] Object Privileges Report oo ==
Object Privileges ]
Object Privileges | Object Privileges Report |

Search Options _PRIV-OBJ_0L.spvop | Report |

- Object Owner Object Type Object Name Privilege

JE]\OMEGACAEVAPP \E]FABLEMEW;PROCEDURE \E]JE] Eg]
[obect owner [Object Type _ [object Hame [Object Privilege [Scan Code _|Scan Message | [~]

OMEGACAEVAPP TABLE EMP DELETE (&) Completed Completed I™ User & Role
OMEGACAEVAPP TABLE EMP FLASHBACK (&) Completed  Completed

OMEGACAEVAPP TABLE EMP INDEX @ Completed Completed
OMEGACAEVAPP TABLE EMP INSERT (&) Completed  Completed

OMEGACAEVAPP TABLE EMP READ &) Completed  Completed

OMEGACAEVAPP TABLE EMP REFERENCES (@) Completed  Completed

OMEGACAEVAPP TABLE EMP SELECT (&) Completed  Completed

OMEGACAEVAPP TABLE EMP UPDATE @ Completed Completed

COMEGACAEVAPP PROCEDLRE P_EMP_DEL EXECUTE (@) Completed  Completed

OMEGACAEVAPP PROCEDURE P_EMP_DEL DEBUG (&) Completed Completed

OMEGACAEVAPP PROCEDURE P_EMP_INS EXECUTE (%) Completed  Completed

OMEGACAEVAPP PROCEDLRE P_EMP_INS DEBLG (@) Completed  Completed eport Result————
OMEGACAEVAPP PROCEDURE P_EMP_UPD EXECUTE (&) Completed  Completed Started
COMEGACAEVAPP PROCEDLRE P EMP LPD DEBLG (&) Completed Comoleted 16-12-2019 23:35:19
35 Records = Finished

[ Open|| 19-12-2010 23:35:32

e Items 35
Scan Progress e
{lllllllllllllllllllllllllllllllllllllllllllllllllllllllll Errors 0

In the second tab Object Privileges Report, the completed report is displayed. Listed for each Object Privilege are:
Grantees of the privilege (effective grant!).

|| Object Privileges Report EI@

[Object Privileges ]
Ohbject Privileges | Object Privileges Report |

[Report 20191220_pRIV_0BI
([Diosd) (@smee)  [Bacompar]
Drag a column header here to group by that column Iz‘
[Object Owner |Object Hame]Object Type|Object Privilege |Grant: [Type _ [Account Status|Grant Mode | [Date Start [control _[control output |
OMEGACAEVAPP EMP TABLE INSERT SYSTEM s User OPEN 3 Plain " Yes 20-12-2019 23:35:45 [ High Direct Grant.
OMEGACAEVAPF EMP TABLE SELECT OMEGACAEVDEV 1 3 User OPEM 5 Plain . Mo 20-12-2019 23:35:46 A Low Direct Grant.
OMEGACAEVAPP EMP TABLE SELECT OMEGACAEVDEW2 3 User LOCKED 5 Plain . Mo 20-12-2019 23:35:46 (@) Info Direct Grant.
COMEGACAEVAPP EMP TABLE UPDATE OMEGACAEVDBA E User OPEN 3 Plain ' fes 20-12-2019 23:35:46 [y High Direct Grant.
OMEGACAEVAPP EMP TABLE UPDATE OMEGACAEVDEV1 s User OPEN 3 Plain . No 20-12-2019 23:35:46 4 Low Direct Grant.
OMEGACAEVAPP EMP TABLE UPDATE OMEGACAEVDEW2 3 User LOCKED 3 Plain . No 20-12-2019 23:35:46 (@) Info Direct Grant.
OMEGACAEVAPP P_EMP_DEL PROCEDURE EXECUTE OMEGACAEVDEV1 3 User OPEM 5 Plain . Mo 20-12-2019 23:35:47 ) Low Direct Grant.
COMEGACAEVAPP P_EMP_DEL PROCEDURE EXECUTE OMEGACAEVDEY2 E User LOCKED 3 Plain . No 20-12-2019 23:35:47 (@ Info Direct Grant.
OMEGACAEVAPP P_EMP_INS  PROCEDURE EXECUTE OMEGACAEVDEV1 s User OPEN 5 Plain " Yes 20-12-2019 23:35:47 /A High Direct Grant.
OMEGACAEVAPP P_EMP_INS  PROCEDURE EXECUTE OMEGACAEVDEW2 3 User LOCKED 5 Plain ' ‘fes 20-12-2018 23:35:47 /iy Medium Direct Grant,
OMEGACAEVAPP P_EMP_UPD  PROCEDURE EXECUTE OMEGACAEVDEA 3 User OPEM ‘% Role . Mo 20-12-2019 23:35:48 A Low Role DBA
OMEGACAEVAPP P_EMP_UPD  PROCEDURE EXECUTE OMEGACAEVDEV 1 E User OPEN 3 Plain . No 20-12-2019 23:35:48 ) Low Direct Grant.
OMEGACAEVAPP P_EMP_UPD PROCEDURE EXECUTE OMEGACAEVDEV2 3 User LOCKED E] Plain . No 20-12-20189 23:35:48 (§ Info Direct Grant.
OMFGACAFVAPE P FMP |IPD  PROCFDLIRE FXFCLTFE OMFGADS B lser _OPFN & Role & o 20-12-2018 23:35:48 4k low Rale DEA
28 Records IE‘
WA
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Object Privileges Report fields:

Hint

Object Owner
Object Name
Object Type
Obiject Privilege
Grantee

Type

Account Status
Grant Mode

Grantable

Date Start
Control

Control Output

Description

Owner of the object
Name of the object
Type of the object
Object Privilege
Grantee of the privilege

Grantee Types.
@rublic  Grantee is Public
£ User Grantee is an User account
HiRole Grantee is a Role

User Account Status
Mode of Privilege (effective) grant:

(8 Plain Granted directly
B role Granted through Role[s]
S Mixed Granted directly and through Role[s]

If the Privilege is (effectively) transferrable
@ Is not grantable
@ ves Is grantable

DateTime of Item report

Evaluated Result of Report Item for Grantee.
0 |/Generic  Grantee is Role, Privilege not Grantable

1 & Info Grantee is Locked User, Privilege not Grantable

2 Alow Grantee is Unlocked User, Privilege not Grantable

3  uMedum  Grantee is Locked User or Role, Privilege is Grantable
4 /A High Grantee is Unlocked User, Privilege is Grantable

5 A Critical  Granted to PUBLIC

Grantee details on effective privilege.

As in every fully client-side data-aware application, the Report’s dataset size is subject to size limitations, which
however exceeds 1,000,000 records, a number which you are not supposed to encounter, unless in usages of
Object-like Report Classes — Object Privileges and Object Audits — and for a very big number of Security Items
returned by the search, Privileges or Audits. In this case you should reduce the Security items assessed by
narrowing the scope of the search.
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3.3.3 Role Privileges Report

To assess and report on Oracle Database Role Privileges, in the application’s main menu, first tab DB Security
Reports, group Privileges, click on the button Role Privileges. Form Role Privileges Report will open.

In the first tab Roles, complete the search inputs, or load them from disk, and press the button Search to retrieve
the Roles Privileges that will be reported from the Target Database.

Rl
[Dljke ||2eDBA |

A new Report is run on the Report group on the right. Report inputs are:

[ User & Role Unchecked Users accounts only assessed — default (and advised)
Checked Users accounts and Roles assessed (for a specific focus on Roles)

Press the button Run to generate a new Report and wait until all Items complete.

[ Role Privileges Report [E=2(ESH =

Role Privileges l

Searcr; Options | Report J
Rol
|%DBA% |

[Role Password Req. [Scan Code | Scan Message

DBA NO (&) Completed Completed I~ User & Role
OLAP_DBA NO (&) Completed Completed

XDBADMIN NO () Completed Completed

Report Result
Started
20-12-2019 18:02:15
3Records - Finished
TaTe 20-12-2019 18:02:18
Scan Progress ﬁxﬁﬂtd ;
(lllllllllllllllllllllllllllllllllllllllllllllllll Errors 0

In the second tab Role Privileges Report, the completed report is displayed. Listed for each Role (privilege are):
Grantees of the privilege (effective grant!).

{1 Role Privileges Report EI@
[Role Privileges ]
Role Privileges Report |
[Report 20191220_PRIV_ROLE |
Ciosd) [@seee]  (Bacompme]
Drag a column header here to group by that column e
|Rnle |Gra ntee |Tvpe ‘Aoouu nt Status |Grant Mode ‘Granta ble |Date Start |Cnntml |Contro| Output |
DBA OMEGACAEVDBA 3 User OPEN {3 Plain . MNo 20-12-2015 23:40:11 £ Low Direct Grant.
DBA OMEGADS 3 User OPEN "3 Plain . Mo 20-12-2019 23:40:11 £ Low Direct Grant.
DBA OMEGADSO1 3 User LOCKED .’3 Plain . Mo 20-12-2019 23:40:11 (@ Info Direct Grant.
DBA OMEGADSRPS 3 User OPEN 3 Plain . Mo 20-12-2019 23:40:11 4§ Low Direct Grant.
DBA SYSTEM 3 User OPEN {3 Plain " Yes 20-12-2019 23:40:11 4 High Direct Grant.
DBA TESTDBADL 3 User LOCKED 3 Plain . Mo 20-12-2019 23:40:11 (@ Info Direct Grant.
DBA TESTDBAOZ 3 User LOCKED .’3 Plain . Mo 20-12-2019 23:40:11 (@) Info Direct Grant.
OLAP_DBA OLAPSYS 2 User EXPIRED &LOCKED (3} Plain @ 20-12-2019 23:40:12 (@) Info  Direct Grant. =
OLAP_DBA OMEGACAEVDBA 3 User OPEN ,% Role . Mo 20-12-2019 2%:40:12 £ Low Role. DBA
OLAP_DEA OMEGADS 2 User OPEN & role @ o 20-12-2019 23:40:12 fAlow  Role. DBA
OLAP_DBA OMEGADS01 3 User LoCKED & Role [ 5 20-12-2019 23:40:12 (@) Info  Role. DBA
OLAP_DBA OMEGADSRPS & user oPEN & role @ 20-12-2019 23:40:12 g4 low  Role. DBA
OLAP_DEA SYSTEM & User OPEN & Role @ o 20-12-2019 23:40:12 £ low  Role. DBA
QLAP DRA TESTDRANT 2 lUser 100KFD & Role @ o 20-12-2019 23:40:12 & Info Raole. DRA
23 Records lz‘
WA
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Role Privileges Report fields:

Name Description

Role Role name

Grantee Grantee of the (Role) privilege

Type Grantee Types.
@rublic  Grantee is Public
2 User Grantee is an User account
S Role Grantee is a Role

Account Status = User Account Status

Grant Mode Mode of Privilege (effective) grant:
(B Plain Granted directly

B role Granted through Role[s]

S Mixed Granted directly and through Role[s]
Grantable If the Privilege is (effectively) transferrable

@ Is not grantable

@ ves Is grantable

Date Start DateTime of Item report
Control Evaluated Result of Report Item for Grantee.
0 |lGeneric  Grantee is Role, Privilege not Grantable
¥ Info Grantee is Locked User, Privilege not Grantable
A Low Grantee is Unlocked User, Privilege not Grantable
A Medium  Grantee is Locked User or Role, Privilege is Grantable
Ly High Grantee is Unlocked User, Privilege is Grantable
5 JA\Critical  Granted to PUBLIC
Control Output = Grantee details on effective privilege.

A WN =
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3.3.4 System Privilege Audits Report

To assess and report on Oracle Database System Privilege Audits, in the application’s main menu, first tab DB
Security Reports, group Audits, click on the button System Privilege Audits. Form System Privilege Audits Report

will open.

In the first tab System Privilege Audits, complete the search inputs, or load them from disk, and press the button

Search to retrieve the System Privilege Audits that will be reported from the Target Database.

Audit Option (System Privileae)
[ Lke ]|2eUSER% |

A new Report is run on the Report group on the right. Report inputs are:

Checked
Unchecked

Iv User Privilege

Press the button Run to generate a new Report and wait until all Items complete.

[ System Privilege Audits Report = e
System Privilege Audits l
System Priviege Audits | System Privilege Audits Report |

[Search Options _ AUD-SPR-TD_01.satsp [Report |

Audit Option (System Privilege)
[(lke |%sER% |

[option 1d. [Scan Code

[Audit option

Scan Message
[

CREATE USER
BECOME USER
ALTER USER.

20 () Completed Completed
21 (@ Completed Completed

Iv User Priviege

eport Result————
Started
20-12-2019 00:21:37
4Records - Finished
e 7 Open | | 20-12-2019 00:21:39
Scan Progress ?::;Eted :
(llllllllllllllllllllllllllllllllllllllllllllllllll Errors 0

In the second tab System Privilege Audits Report, the completed report is displayed. Listed for each System

Privilege Audit Option: All Users — either audited or not.

)

O

[] System Privilege Audits Report EI@
[System Privilege Audits Report
System Priviege Audits | System Privilege Audits Report ‘
[Report 20200210_AUD_SPR_TD_02.datsp |
Crost) @eve)  [Bacompare) =
Drag a column header here to group by that column |z|
[Audit option [user [Account Status _ [Grant Mode [Audit Mode [Date Start [control _[control Output |
CREATE USER. SCoTT EXPIRED (3 Plain m Full Audit  10-02-2020 20:30:13 [ Generic User Audit:
CREATE USER SH EXPIRED & LOCKED a None m Mo Audit 10-02-2020 20:30:13 [y High Not Audited.
CREATE USER SI_INFORMTN_SCHEM: EXPIRED & LOCKED a None m Mo Audit  10-02-2020 20:30:13 [ High Not Audited.
CREATE USER SPATIAL_CSW_ADMIN_ EXPIRED & LOCKED a Naone m No Audit  10-02-2020 20:30:13 [ High Not Audited.
CREATE USER SPATIAL_WFS_ADMIN_EXPIRED & LOCKED a None m No Audit 10-02-2020 20:30:13 [ High Not Audited.
CREATE USER SYSMAN EXPIRED & LOCKED a None m Mo Audit 10-02-2020 20:30:13 [y High Not Audited.
CREATE USER SYSTEM LOCKED \% Role m Mo Audit  10-02-2020 20:30:13 [ High Not Audited.
CREATE USER TEST1 OPEN a None Partial Audit 10-02-2020 20:30:13 ¥ Info User Audit:
CREATE USER TEST2 OPEM % Role Partial Audit 10-02-2020 20:30:13 /I Medium User Audit:
CREATE USER TEST3 EXPIRED & LOCKED @ Mixed m Mo Audit 10-02-2020 20:30:13 [y High Not Audited.
CREATE USER TEST4 LOCKED @ Mixed m Full Audit  10-02-2020 20:30:13 | Generic User Audit:
CREATE USER TESTS EXPIRED & LOCKED \% Role m Mo Audit  10-02-2020 20:30:13 [ High Not Audited.
CREATE USER TESTG LOCKED a None Partial Audit 10-02-2020 20:30:13 (& Info User Audit:
CRFATF |ISFR TESTT OPFM. B None Partial Audit 10-N2-2020 20:30:13 & Info Liser Audit:
268 Records
bob o

System Privilege evaluated for effective grant (default and advised)
System Privilege not evaluated (will count as not granted)
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System Privilege Audits Report fields:

Name
Audit Option

User
Account Status

Grant Mode *

Audit Mode

Date Start
Control

Control Output

* The System Privilege Audit (option) Report features integration with the System Privilege one. The effective (!)
Grant of the Privilege impacts the Control evaluation of the System Privilege Audit option, at least when the User

Description

Audit option (System Privilege)
User account
User Account Status
Mode of Privilege (effective) grant:
|*|MoGrant  Not Granted
(5 Plain Granted directly
i role Granted through Role[s]
S Mixed Granted directly and through Role[s]
& Public Granted through PUBLIC

@ NJA Not Applicable
Mode of User Audit

0 [Mno audit Not audited

1 Partial Audit  Partial Audit

2 [Erul Audit Full Audit
DateTime of Item report

Evaluated Result of Report Item for User.
0 [ ] Generic User Fully Audited

¥ Info User Partially Audited, Privilege not Granted

£ Low User Partially Audited, Account is Locked, Privilege is Granted

1

2

3 A1 Medium User Partially Audited, Account is Unlocked, Privilege is Granted
4 Ly High User not Audited, Account is Locked OR Privilege not Granted

5 4\ Critical User not Audited, Account is Unlocked AND Privilege is Granted

User audit and effective privilege details.

Privilege option is checked — as a default and recommended.
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3.3.5 Statement and Shortcut Audits Report

To assess and report on Oracle Database Statement and Shortcut Audits, in the application’s main menu, first tab
DB Security Reports, group Audits, click on the button Statement and Shortcut Audits. Form Statement and
Shortcut Audits Report will open.

In the first tab Statement and Shortcut Audits, complete the search inputs, or load them from disk, and press the
button Search to retrieve the Statement and Shortcut Audits that will be reported from the Target Database.

= Audit Option (Statement & Shortout)
[ Lke ]%TABLE%

A new Report is run on the Report group on the right.

Press the button Run to generate a new Report and wait until all Items complete.

[ Statement and Shortcut Audits Report

E=8 508 B

J

Statement and ShortCut Audits
Statement and Shortaut Audits f?atement and Sherteut Audits Report |
Search Options _AUD-STM-TD_0Lsatst |[Report
— Audit Option (Statement & Shortout)
%TABLE%
[Audit option |option 1d.[Scan Code  [Scan Message
TABLE 8 (&) Completed Completed m
TABLESPACE 14 (&) Completed Completed
ALTER TABLE 54 (&) Completed Completed
LOCK TABLE 57 (&) Completed  Completed
COMMENT TABLE 58 (&) Completed Completed
SELECT TABLE 65 () Completed Completed
INSERT TABLE 66 () Completed Completed
UPDATE TABLE 67 (@) Completed Completed
DELETE TABLE 68 () Completed Completed
GRANT TABLE 69 (/) Completed Completed
Report Restt
Started
10 Records = Finished
M4 Lu,()pen
Items
Scan Progress i
hllllllllllllllllllllllllllllllllllllllllllllllll Errors

20-12-2019 22:57:36

20-12-2019 22:57:38

10
10

0

In the second tab Statement and Shortcut Audits Report, the completed report is displayed. Listed for each
Statement/Shortcut Audit Option are: All Users — audited or not.

U Statement and Shortcut Audits Report

=8 Eon )

[Statement and ShortCut Audits

J

Statement and Shortcut Audits | Statement and Shortcut Audits Report

‘ Report 20200104 _AUD_STM_TD

IJLOad] [ﬁlsave]

@Compare]

Drag a column header here to group by that column

Export

[Audit option

INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
INSERT TABLE
TNSERT TARLE
680 Records

[user [Account Status [Audit Mode [Date Start [control __ [control Output]
SPATIAL_WFS_ADMIN_USR. EXPIRED &LOCKED m Mo Audit  04-01-2020 21:50:05 44 Low Mot Audited,
SYSMAN EXPIRED & LOCKED m No Audit 04-01-2020 21:50:05 44 Low Mot Audited.
SYSTEM LOCKED m Mo Audit 04-01-2020 21:50:05 44 Low Not Audited.
TESTL OPEN Partial Audit 04-01-2020 21:50:05 (&) Info Audit by:
TEST2 OPEM Partial Audit 04-01-2020 21:50:05 & Info Audit by:
TEST3 EXPIRED & LOCKED m No Audit 04-01-2020 21:50:05 44 Low Mot Audited.
TEST4 LOCKED m Mo Audit 04-01-2020 21:50:05 £ Low Not Audited.
TESTS EXPIRED & LOCKED m Mo Audit 04-01-2020 21:50:05 44 Low Not Audited.
TESTG LOCKED Partial Audit 04-01-2020 21:50:05 |_| Generic  Audit by:
TESTZ OPEM Partial Audit 04-01-2020 21:50:05 ) Info Audit by:
TESTDBA LOCKED m No Audit 04-01-2020 21:50:05 44 Low Mot Audited.
TESTDBADL LOCKED Partial Audit 04-01-2020 21:50:05 || Generic  Audit by:
TESTDBADZ LOCKED m Mo Audit  04-01-2020 21:50:05 44 Low Mot Audited,
TESTREPO FXPTRED P o vt 14-01-2070 21:50:05 2 Medinm Nnt Audited

LU IR R

J
[4]
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Statement and Shortcut Audits Report fields:

Name Description

Audit Option Audit option (Statement/Shortcut)

User User account
Account Status = User Account Status
Audit Mode Mode of User Audit
0 [Mno Audit Not audited
1 Partial Audit Partial Audit
2 [EFull Audit Full Audit
Date Start DateTime of Item report
Control Evaluated Result of Report Item for User.
0 || Generic User Fully Audited
1 ¥ Info User Partially Audited, Account is Locked
2 A Low User Partially Audited, Account is Unlocked
3 At Medium User not Audited, Account is Locked
4 £y High User not Audited, Account is Unlocked

Control Output = User audit details.
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3.3.6 Object Audits Report

To assess and report on Oracle Database Object Audits, in the application’s main menu, first tab DB Security
Reports, group Audits, click on the button Object Audits. Form Object Audits Report will open.

In the first tab Object Audits, complete the search inputs, or load them from disk, and press the button Search to
retrieve the Object Audits that will be reported from the Target Database.

- Ohject Owner Ohject Type Ohject Name Audit
[ = |omEcacaevapr (L[ Lke |%TABLE% Q=) [=a]

A new Report is run on the Report group on the right.

Press the button Run to generate a new Report and wait until all Items complete.

[] Object Audits Report =N ECR =<
Object Audits Report ]
Object Audits | Object Audits Report |
[Search Options _AUD-OBJ-TD_01.satob |[Report |
Cbject Owner Chject Type Object Name Audit

[J:“OMEGACAEVAPP =9 i\ke |?$’nTABLE% =] = [ -]
[object owner  [object Type [object Name  [object Audit | Obj. Priv.[Scan Code _ |Scan Message | [«
OMEGACAEVAPP  TABLE DEPT TNDEX ¥ @ Completed Completed
OMEGACAEVAPP  TABLE DEPT INSERT ¥ ) Completed Completed
OMEGACAEVAPP  TABLE DEPT Lock (@) Completed Completed
OMEGACAEVAPP  TABLE DEPT RENAME (&) Completed Completed
OMEGACAEVAPP  TABLE DEPT SELECT ¥ ) Completed Completed

OMEGACAEVAPP  TABLE DEPT UPDATE ¥ ) Completed Completed

OMEGACAEVAPP  TABLE EMp ALTER ¥ ) Completed Completed

OMEGACAEVAPP  TABLE EMp AupTT (&) Completed Completed

OMEGACAEVAPP  TABLE EMp COMMENT (@) Completed Completed

OMEGACAEVAPP  TABLE EMp DELETE ¥ ) Completed Completed

OMEGACAEVAPP  TABLE EMp FLASHBACK ¥ ) Completed Completed

— [Report Result————1

OMEGACAEVAPP  TABLE EMp GRANT @ Completed Completed e
OMEGACAEVAPP  TABLE EMp TDEX ¥ ) Completed Completed IR T R
% Reoork & [ Open ?E'a‘-i;g-t;um 04:10:24
oA = Items 36

Scan Progress e DU
(llllllllllllllllllllllllllllllllllllllllllllllllllllllllll Errors 0

In the second tab Object Audits Report, the completed report is displayed. Listed for each Object Audit is:
single ALL Users entry (traditional object Audit goes for any user) — audited or not.

[] Object Audits Report == E=R =5
[Object Audits Report ]

Object Audits | Object Audits Report ‘

[Report 20200218_AUD_0BI_TD
Siosd] [@sme] [ Hacomere]
Drag a column header here to group by that column Iz‘
[object owner  [object hame  [object Type  |Object Audit | 0bj. Priv.[user [Audit Mode [Date Start Control __[Control Output _|
OMEGACAEVAPP EMP TABLE UPDATE v ALL USERS m Full Audit  18-03-2020 04:10:26 [] Generic All Users Audit:
OMEGACAEVAPP EMP2 TABLE ALTER v ALL USERS m Mo Audit 18-03-2020 04:10:26 [ High Not Audited.
OMEGACAEVAPP EMP2 TABLE AUDIT ALL USERS m Mo Audit 18-03-2020 04:10:26 /Iy Medium Mot Audited.
OMEGACAEVAPP EMP2 TABLE COMMENT ALL USERS m Mo Audit 18-03-2020 04:10:26 /Iy Medium Not Audited.
OMEGACAEVAPP EMP2 TABLE DELETE v ALL USERS Partial Audit 18-03-2020 04:10:26 44 Low All Users Audit:
OMEGACAEVAPP EMP2 TABLE FLASHBACK v ALL USERS m Mo Audit 18-03-2020 04:10:26 4 High Mot Audited.
OMEGACAEVAPP EMP2 TABLE GRANT ALL USERS m Mo Audit 18-03-2020 04:10:26 /Iy Medium Mot Audited.
OMEGACAEVAPP EMP2 TABLE INDEX U ALL USERS m Mo Audit 18-03-2020 04:10:26 y High Not Audited.
OMEGACAEVAPP EMP2 TABLE INSERT v ALL USERS m Mo Audit 13-03-2020 04:10:26 A High Not Audited.
OMEGACAEVAPP EMP2 TABLE LOCK ALL USERS m Mo Audit 18-03-2020 04:10: 27 /Iy Medium Not Audited.
OMEGACAEVAPP EMP2 TABLE REMAME ALL USERS m Mo Audit 18-03-2020 04:10:27 /Iy Medium Mot Audited.
OMEGACAEVAPP EMP2 TABLE SELECT Ll ALL USERS m Mo Audit 18-03-2020 04:10:27 / High Not Audited.
OMEGACAEVAPP ] UPDATE ALLUSERS AR Full Audit ) 04:10:27 M Generic All Users Audit:
36 Records =
WA
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Object Audit Report fields:

Name Description

Object Owner  Owner of the object
Object Name Name of the object
Object Type Type of the object

Object Audit Object Audit Option

Obj. Priv. * Is object privilege
User ALL Users
Audit Mode Mode of Object Audit
0 [Mno Audit Not audited
1 Partial Audit Partial Audit
2 [Erull Audit Full Audit
Date Start DateTime of Item report
Control Evaluated Result of Report Item for Object Audit **
0 || Generic Object Fully Audited
1 ¥ Info Object Partially Audited, is not Object Privilege
2 A Low Object Partially Audited, is Object Privilege

3 A Medium Object is not Audited, is not Object Privilege
4 £y High Object is not Audited, is Object Privilege

Control Output = Object audit details.

*  The Object Audit option as an explicit Object Privilege impacts the Control evaluation.
** In Traditional Audit an audit set on an object is effective for ALL user accounts!
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3.3.7 User Password Resources Report

To assess and report on Oracle Database User Password Resources, in the application’s main menu, first tab DB
Security Reports, group Profile Resources, click on the button User Passwords. Form User Password Resources

Report will open.

In the first tab Password Resources, complete the search inputs, or load them from disk, and press the button

Search to retrieve the Password Resources that will be reported from the Target Database.

Passwnrd Resource

[ <> |[PASSWORD_VERIFY_FUNCTION

A new Report is run on the Report group on the right. Report inputs are:

Security Profile

Press the button Run to generate a new Report and wait until all Items complete.

6 Records
4

] User Password Resources Report E=nE=R ==

Password Resources l

! Password Resources || Password Resources Repart |

\Search Options | Report |
,\ Password Resource

' \msuumm |[scan Code  [Scan Message |

FAILED_LOGIN_ATTEMPTS 0 (@ Completed Completed Security Profile

PASSWORD_LIFE_TIME 1 @ Completed Completed

PASSWORD_REUSE_TIME 2 (&) Completed Completed

PASSWORD_REUSE_MAX 3 () Completed Completed Q) Stop

PASSWORD_LOCK_TIME 5 () Completed Completed

PASSWORD_GRACE_TIME 6 () Completed Completed

eport Result————

Started
21-12-2019 14:13:39

|'5car\ Progress

Finished

21-12-2019 14:13:40
Items 6
Completed 6
Errors 0

In the second tab Password Resources Report, the completed report is displayed. Listed for each Password

Resource are: All users, within or exceeding the Security Profile Limit.

|1 User Password Resources Report IEI@
[Passwnrd Resources
Passnord Resources | Password Resources Report |
| Report 20181221 14 USR_PRO_PSW
[L\;'Load] [ﬁlsave] [ I!;Compare] Export
Drag a column header here to group by that column lz‘
[ rce Name Juser [Account status Limit [Date Start [control [control output |
PASSWORD_LIFE TIME ~ SPATIAL_WFS_ADMIN_USR EXPIRED &LOCKED 180 21-12-2019 14:13:40 £} Low Profile: DEFAULT
PASSWORD_LTFE_TIME ~ SYSMAN EXPIRED & LOCKED 180 21-12-2019 14:13:40 £k Low Profile: DEFAULT
PASSWORD_LTFE_TIME ~ SYSTEM OPEN 180 21-12-2019 14:13:40 4} High Profile: DEFAULT O
PASSWORD_LIFE_TIME ~ TEST1 LOCKED 180 21-12-2019 1%:1%:40 £ Low Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TEST2 OPEN 180 21-12-2019 14:13:40 4 High Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TEST3 LOCKED &0 21-12-2019 14:13:40 [L] Generic Profile: PROFILETESTO1
PASSWORD_LIFE TIME ~ TEST4 LOCKED 180 21-12-2019 14:13:40 £ Low Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TESTS LOCKED 60 21-12-2019 14:13:40 [ Generic Profile: PROFILETESTO1
PASSWORD_LIFE_TIME ~ TEST6 LOCKED 180 21-12-2019 14:13:40 £} Low Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TESTDBA LOCKED 180 21-12-2019 1%:1%:40 £ Low Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TESTDBAQ1 LOCKED 180 21-12-2019 1%:1%:40 £ Low Profile: DEFAULT
PASSWORD_LIFE_TIME ~ TESTDBAO2 LOCKED &0 21-12-2019 14:13:40 [] Generic Profile: PROFILETESTO1
PASSWORD_LIFE_ TIME =~ TESTREPO EXPIRED 180 21-12-2019 14:13:40 4} High Profile: DEFAULT
PASSWORD | TFE_TIMF TFESTLISFR OPFN. 180 21-12-2019 14:13:40 &k Hinh Profile: DFFALIT
396 Records lz‘
[T

will define Resource Limit threshold Values used to match reported ones for each User account.
Persisted as application data and visible on form “Password Resources Security Levels”.
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Password Resources Report fields:

Name Description

Resource Name = System privilege name
User User account
Account Status | User Account Status

Resource Limit User Resource Limit *

Date Start DateTime of Item report
Control Evaluated Result of Report Item for User.
0 |lGenmeric  Resource Limit not exceeded
2 Alow Resource Limit exceeded, Account is Locked
4 /i High Resource Limit exceeded, Account is Unlocked

Control Output = User details on password resource

* evaluation of the User’s reported resource vs the Security Level limit is evaluated for each Resource Name as in
the table below:

Resource Name Limit exceeded when:

PASSWORD_VERIFY_FUNCTION NULL (no function) found

FAILED_LOGIN_ATTEMPTS UNLIMITED found or Greater Then (>) Security Limit
PASSWORD_LIFE_TIME UNLIMITED found or Greater Then (>) Security Limit
PASSWORD_GRACE_TIME UNLIMITED found or Greater Then (>) Security Limit
INACTIVE_ACCOUNT_TIME UNLIMITED found or Greater Then (>) Security Limit
PASSWORD_LOCK_TIME Less Then (<) Security Limit
PASSWORD_REUSE_TIME * Less Then (<) Security Limit
PASSWORD_REUSE_MAX * Less Then (<) Security Limit

* these last two Password Reuse resources work in conjunction with each other. The evaluation above is
performed only when both values have been set (UNLIMITED as default). If one of them has been set while the
other is UNLIMITED this is not considered as an “limit exceed” because the user will not be able to reuse any of
its previous passwords. When both UNLIMITED this is a “limit exceed” for both.

Note

User accounts of Authentication Type different from Password (ex. eternal/global) will always evaluate as Generic!

For more details, refer to Oracle (12c R2) Documentation on:

CREATE PROFILE

https://docs.oracle.com/en/database/oracle/oracle-database/12.2/sqlrf/ CREATE-PROFILE.html#GUID-ABC7AE4D-
64A8-4EA9-857D-BEF7300B64C3

... specifically on topic:
PASSWORD_REUSE_TIME and PASSWORD_REUSE_MAX
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4 CHAPTER 4: Tools

4.1 Security Reports Comparison

Reporting is of top-importance in providing a snapshot of the current situation — assessment time — of the security
posture of the Database. But alone it is unable to provide a clear view on the next item most important behind
report itself: Change Management of the security posture.

Reports can involve thousands of records. A visual-only comparison would find it impossible (even with hundreds)
to distinguish with clarity and precision the changes performed between the two reports. Report Comparison — a
feature available to all Report Classes and Types — Overall and ad-hoc — highlights and categorizes the changes,
from the slightest to most important, between two different reports - Target and Baseline.

Comparison consists in matching individual items of a Target Report vs those of a Baseline one and making an
evaluated and categorized decision on the quality and scope of the (eventual) change — from minor to important.

4,1.1 Common Comparison Features

All Security Report Comparison forms, like the Reports, share common features.

Initially the Target and Baseline Reports are loaded from disk with the respective buttons. The Target Report can
also be loaded from Memory - the last report run on the respective Report form, or alternatively, from the same
form, using the Compare button on top of Report records in the second tab.

Press the button Compare to generate a new Comparison Report between Target and Baseline ones.
Wait for the Comparison to complete!
You can display changes only (Changes only - default), or all records.

5 Sstem Prteges Report Comparison [si=Es| Field[s] on the left (System Privilege in this
System Privileges Report Comparison . .
[¢ Memory TargetReport 20181221_22_PRIV_SPR Saved Records 58 eXampIe) deSCFIbe[S] the Secunty Item
% Chanceaony SescneReport JIS1L13 2122 PRIV 5P v Soved 15112019 4510 Recors 3 compared for the Grantee/User, specific
e to each Report Class. Next are the
[System Privilege [Grantee [T Control_[B. Control [Compare Code [Compare Message 1 -
CREATE USER. OMEGADSRPS 4 High 4y High U_,Mll,:ur Change Mlnurp[;vange : Contro' flelds for eaCh Report Target
CREATE USER sCOTT A Low @ Info @ Dedine Dedine i 1
o o B and Baseline. The last two on the right
CREATE USER TESTDBAOL /iy Medum /i Medium ) Minor Change  Minor Change 1 1 .
CREATE USER TESTDBAD2 /s Medium /i) Medium L_I,Minnrchanze Minanhanja descrlbe the records Comparlson'
BECOME USER SYSTEM iy Medum A\ High € Improve Improve Compare Code and Compare Message
ALTER USER SYSTEM ZsMedum A rich @ Improve Improve
S e B sodin A iicke e e
MM 4 B - I 3
[Target detais [Baselne detais . .
Graarr?t:ET:pE‘ Account Status Role. DEA B Gra::t‘En:TySE T Role. DBA B Export the comparison in:
& User Esgltaih»‘;aﬁisv M & User LGSZ\‘?IPZ;E —
GrantMode Grantable Role, IMP_FULL_DATABASE ~ GrantMode  Grantable Role. IMP_FULL_DATABASE -
2 Role © ves = = = & Roe @ ves < = =

I e Htm, Txt and XIs formats

System Privileges ad-hoc Reports - Comparison

Target Details and Baseline Details bottom groups display other fields respectively from the Target and Baseline
Reports. DB memos feature fields Control Output. Comparison Report is exportable as Htm, Txt and Xls files.

Reminder
Target and Baseline Reports being compared must (obviously) belong to the same Report Class, and their

Security Items input lists must have been initially searched with the same (similar, improved or changed) Search
Options, and, where applies, also with the same Report Input parameters!
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4.1.2 Overall Security Reports Comparison

To compare two Overall Security Reports, in the application’s main menu, second tab Tools, drop-down list
Compare Reports, and click on the button Overall Security. Form Overall Security Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

£ Overall Security Report Comparison EI@
[OverAH Security Report Comparison ]
Bj Compare [~ Memory TargetReport 20200216_OSR_Limited_04.ordat Saved 16-02-2020 23:57:32 Records 763
[ Changes Only Baseline Report 20200216_OSR_Limited_03.ordat Saved 20-02-2020 21:18:07  Records 766
[comparison 20200216_0SR_Limited_04_Cmp_20200216_OSR_Limited_03 |
Drag a column header here to group by that column lz‘
[Report Class [Security Ttem Grantee T. Control_[B. Control |G Code |G I | || save
|_<\',) System Privilege Aud CREATE USER SYSMAN Ly High Ly High |:|_, Minor Change Miner Change
|_(\',) System Privilege Aud CREATE USER SYSTEM Ay High Ay High |:|_, Minor Change Miner Change
|_<\',) System Privilege Aud CREATE USER TEST1 & Info £y Medium @) Improve Improve Txt
|_(\',) System Privilege Aud CREATE USER TEST2 & Info £ Medium @) Improve Improve -
|_<\',) System Privilege Aud CREATE USER TESTS 4y High 4y High D_, Minor Change Minor Change (s Xls
|_(\',) System Privilege Aud CREATE USER TEST4 ] Generic [ Generic |:|_, Minor Change Miner Change |:|
|,4',> System Privilege Aud CREATE USER TESTS Ay High Ay High |:|_, Minor Change Minor Change Al Fields
|_# System Privilege Aud CREATE USER TESTE & Info £ Medium Q) Improve Improve
74Records lz‘
L |
~ ~
[Target details |Baseline details
Grantee Type Account Status Grant Mode | Direct Grant + Grantee Type Account Status Grant Mode | Direct Grant -
EXPIRED &LOCKED || & Mixed | | Grantable:NO E EXPIRED & LOCKED || & Mixed || Grantable:NO
2 User 2 Mived || = ole TESTROLED? 2 User : 2 Mived || = ole TESTROLED?
G.l_'ﬁ.niable Audit Mode Resource Limit Grantable:YES J G.l_'ﬁ.niable Audit Mode Resource Limit Grantable:YES J
o I— S @ I— .

Loads an Overall Security Comparison Report from disk.
Saves an Overall Security Comparison Report to disk.
[~ Al Fields Checked will display the class-specific Report fields

Overall Security Report Comparison fields:

Name Description
Report Class Class of the Report
Security Item Security Item specific by each Class
Grantee Grantee — User or Role for privilege-like Classes, User for others
T. Control Control result of Target Report
B. Control Control result of Baseline Report
Compare Code * = Comparison Result Code
0 [ Unchanged Control and Control Output unchanged
1 D_IMinDr Change Control  unchanged, Control  Output
changed
2 @ Improve Control decremented

Old Grantee/User
3 & public Improve Old PUBLIC Grantee

5 @ Dedine Control incremented
New Grantee/User
6 @ Public Dedine New PUBLIC Grantee

Compare Message = Comparison message
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* For more details on Compare Codes refer to each class-specific topic of ad-hoc Report Comparison, and also to
Appendix A3 - Report Classes and Application Codes.

4.1.3 Ad-hoc Reports - Comparison

4.1.3.1 System Privileges - Comparison

To compare two System Privileges Reports, in the application’s main menu, second tab Tools, drop-down list
Compare Reports, and click on the button System Privileges. Form System Privileges Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

£ System Privileges Report Comparison EI@

[System Privileges Report Comparison ]
[~ Memory TargetReport 20191222_14 PRIV_SPR.dpvsp Saved 22-12-2019 14:00:35  Records 58

Bj Compare

[ Changes Only Baseline Report 20191113_2122_PRIV_SPR.dpysp Saved 15-11-2019 17:45:10  Records 59

Drag a column header here to group by that column IE‘
‘Svstem Privilege |Gra||tee |I. Control ‘B.Contml |Coll|pare(ode Compare Message |
CREATE USER SCOTT A Low @) Info @ Dedine Dedine [ xis
CREATE USER SYSTEM A Medium  Jy High Q Improve Improve
CREATE USER TESTDBAOL £y Medium 8 Medium \J_, Minor Change  Minor Change
CREATE USER TESTDBAO2 £y Medium /8 Medium \J_, Minor Change  Minor Change
BECOME USER SYSTEM Ay Medium 4 High @ Improve Improve
ALTER USER SYSTEM A Medium  Jy High © Improve Improve
DROP USER SYSTEM A Medium  Jy High © Improve Improve
CREATE USER PUBLIC @ NA A Critical @ Public Improve PUBLIC Improve

13 Records |z|

LB - [ 3 T
- ~

[Target detais |Baseline details
Grantee Type Account Status Direct Grant. + Grantee Type Account Status Direct Grant. -
i3 l:l Grantable:YES EnS Grantable: YES

& Role Role. IMP_FULL_DATABASE & Role Role. IMP_FULL_DATABASE
Grant Mode Gfa_mahla Grantable:NO - Grant Mode G(a_mab\e Grantable:NO o
S Mixed @ ves q = v L Mixed @ ves a = v

System Privileges Comparison Report fields:

Name Description

System Privilege System privilege name

Grantee Grantee of the privilege
T. Control Control result of Target Report
B. Control Control result of Baseline Report
Compare Code Comparison Result Code
0 [l Unchanged Control and Control Output unchanged
1 u_‘MinDr Change Control  unchanged, Control  Output
changed
2 @ Improve Control decremented (5->0)

Old Grantee *
3 & public Improve Old PUBLIC Grantee

5 @ Dedine Control incremented (0->5)
New Grantee **
6 @ Public Dedine New PUBLIC Grantee

Compare Message @ Comparison message
Legend (valid for all Comparisons Reports of Privilege type):

* Old Grantee Privilege not found for Grantee in Target
** New Grantee Privilege not found for Grantee in Baseline
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4.1.3.2 Object Privileges - Comparison

To compare two Object Privileges Reports, in the application’s main menu, second tab Tools, drop-down list
Compare Reports, and click on the button Object Privileges. Form Object Privileges Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

£ Object Privileges Report Comparison = Eem =
[0b]ect Privileges Report Comparison ]

E [~ Memory TargetReport 20200205_PRIV_OBJ.dpvop Saved 05-02-2020 23:27:04 Records 43

_E Compare

[¥ Changes Only Baseline Report 20200101_PRIV_OB1_01.dpvop Saved 01-01-2020 22:34:34  Records 34

Drag  column header here to group by that column []
[Object Owner [Object Type [Object Name [Object Privilege [Grantee [T. Control _[B. Control [Compare Code |Compare Hessage |
OMEGACAEVAPP TABLE DEPT ALTER OMEGADS Alow  @BNa © Dedline Dedline
OMEGACAEVAPP TABLE DEFT ALTER OMEGADS01 @Info  @BNA © Decline Decline
OMEGACAEVAPP TABLE DEPT ALTER OMEGADSRPS Alow  @BNa © Deline Decline
OMEGACAEVAPP TABLE DEPT ALTER SYSTEM @mfo @ NA © Decline Decline
OMEGACAEVAPP TABLE DEPT ALTER TESTDBAOL @i @BNA @ Decline Decline
OMEGACAEVAPP TABLE DEFT ALTER TESTDBAO2 @mnfe  @BNA © Decline Decline
OMEGACAEVAPP TABLE DEPT DELETE SYSTEM i\ Medium G2 N/A © Dedline Dedline
OMEGACAEVAPP WIEW V_EMP SELECT TEST3 & Info & Info [ Minor Change  Minor Change

10 Records

P - ¥ v

Target detais

|Baseline details

Grantee Type Account Status

. Role
GrantMode  Grantable
3 Plain . Mo

Direct Grant,
Grantable:NO

+ Grantee Type Account Status

~ Grant Mode

Grantable .

Obiject Privileges Comparison Report fields:

Name

Object Owner
Object Name
Object Type
Obiject Privilege
Grantee

T. Control

B. Control

Compare Code

Compare Message

40

Description

Owner of the object
Name of the object
Type of the object
Object Privilege
Grantee of the privilege

Control result of Target Report
Control result of Baseline Report

Comparison Result Code

0 [JUnchanged

1 [J;Minor Change
2 £ Improve

3 & public Improve
5 @ Dedine

6 @ Public Dedine

Comparison message

Control and Control Output unchanged

Control  unchanged, Control  Output
changed

Control decremented (5->0)

Old Grantee

Old PUBLIC Grantee
Control incremented (0->5)
New Grantee

New PUBLIC Grantee
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4.1.3.3 Role Privileges - Comparison

To compare two Role Privileges Reports, in the application’s main menu, second tab Tools, drop-down list
Compare Reports, and click on the button Role Privileges. Form Role Privileges Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

{1 Role Privileges Report Comparison

= ]

[Role Privileges Report Comparison

J

L 2 M Target Report  20200206_PRIV_ROLE.dpvry
j Compare -u Target | [ Memory Tara: D _PRIV_| pvrp

Baseline Report 20200102_PRIV_ROLE_01.dpvrp

Saved 06-02-2020 00:29:47 Records 16

Saved 02-01-2020 14:35:42  Records 12

4 Records

Drag a column header here to group by that column i) Hem
‘Role (G Txt
"TESTROLED2 TES @ 1 A [ Xis
TESTROLEO4 PUBLIC A\ Critical & Nja @ Public Decline  PUBLIC Dedine
TESTROLEDS PUBLIC A critical @ nja @ Public Dedine  PUBLIC Dedine
TESTROLEDS PUBLIC A critical @ Nja @ Public Dedine  PUBLIC Dedine

LI - L]

* v

[Target details

[Baseline details

Grantee Type

E User
Grant Mode

ﬁ Plain

Account Status

[EXPIRED & LOCKED

Grantable

.No

Direct Grant.
Grantable:NO

* Grantee Type Account Status

- GrantMode  Grantable e

Role Privileges Comparison Report fields:

Name Description

Role Role Name

Grantee Grantee of the privilege

T. Control Control result of Target Report
B. Control Control result of Baseline Report

Compare Code

Comparison Result Code

0 |LJUnchanged

1 [hMinor Change
2 @ Improve

3 @ public Improve
5 @ Dedine

6 @ Public Dedine

Compare Message = Comparison message

Control and Control Output unchanged
Control unchanged, Control Output changed

Control decremented (5->0)
Old Grantee

Old PUBLIC Grantee

Control incremented (0->5)
New Grantee

New PUBLIC Grantee
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4.1.3.4 System Privilege Audits - Comparison

To compare two System Privilege Audits Reports, in the application’s main menu, second tab Tools, drop-down list

Compare Reports, and click on the button System Privilege Audits. Form System Privilege Audits Report
Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

[ System Privilege Audits Report Comparison EI@

[System Privilege Audits Report Comparison ]
N & TargetReport 20191222 21 AUD_SPR_TD Saved Records 68
compare| [ Target | ¥ enory Targesieo 21 aup e

[ Changes Orly Baseline Report 20191113 2120_AUD_SPR_TD.datsp Saved 13-11-2019 21:20:08  Records 116

Drag a column header here to group by that column E
|A||d'rt Option | User ‘T. Control | B. Control |Cnr|1pare Code ‘Compare Message |

CREATE USER TESTE L] Generic | £ Low © Improve Improve D
CREATE USER TESTDBAD1 A Low A Low [ Miner Change | Minor Change

CREATE USER TESTDEADZ 4y High 4y High IJ_, Minor Change | Minor Change

CREATE USER TESTUSER @ Info £ Medium | Q) Tmprove Improve

BECOME USER SCOTT (&) Info || Generic | @ Dedine Dedine

BECOME USER SYSTEM Ay High A\ Critical | € Improve Improve

ALTER USER SCOTT @ Info [ Generic | @ Dedine Dedine

70 Records E‘

WA b B - A ¥ 7

-

[Target details |Baseline details

Account Status Mo Grant found. . Account Status Mo Grant found.

EXPIRED Audit by: Audit by:

ALL STATEMENTS [A-A] DEREDIA LOCKED ALL STATEMENTS [A-A]

Grant Mode  Audit Mode ~ GrantMode  Audit Mode

[ =] no crant |[[ Top-s0L Full ¢ [ =] no crant | Top-5QL Ful )

System Privilege Audits Comparison Report fields:

Name Description
Audit Option Audit option (System Privilege)
User User account
T. Control Control result of Target Report
B. Control Control result of Baseline Report
Compare Code Comparison Result Code
0 [l Unchanged Control and Control Output unchanged
1 [} Minor Change Control unchanged, Control Output changed
Old/New User Control=0
2 ) Improve Control decremented (5->0)
Old User Control in 1-5 *
5 & Dedine Control incremented (0->5)

New User Control in 1-5 **
Compare Message = Comparison message

Legend (valid also for Statement and Shortcut Audit Report):

* Old User Audit Option not found for User in Target
** New User Audit Option not found for User in Baseline
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4.1.3.5 Statement and Shortcut Audits - Comparison

To compare two Statement and Shortcut Audits Reports, in the application’s main menu, second tab Tools, drop-
down list Compare Reports, and click on the button Statement and Shortcut Audits. Form Statement and Shortcut
Audits Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

[E=E ETR =

[System Privilege Audits Report Comparison ]

L 2 My Target Report 20200104 AUD_SPR_TD_02.dats)
j Compare I Memory Targ B t_AUD_SPR_TD | p

Drag a column header here to group by that column

[ System Privilege Audits Report Comparison

Saved 04-01-2020 17:57:18  Records 272

Saved 04-01-2020 17:44:51 Records 272

HEw

Baseline Report 20200104_AUD_SPR_TD_01.datsp

|A||dit Option | User ‘T. Control | B. Control |Cumpare Code |Compare Message |

CREATE USER OMEGACAEVDEVZ 4 High & High |3_, Minor Change  Minor Change [ XIs
CREATE USER OMEGACALT A\ High A Critical | @ Improve Improve

CREATE USER. OMEGADBAAA Ay High A critical | @ Improve Improve

CREATE USER OMEGADBSCAN 4y High A Critical | @ Improve Improve

CREATE USER OMEGADBSCAN2 4y High A Critical | @ Improve Improve

CREATE USER. OMEGADBSECREP s High ﬂ Critical o Improve Improve

CREATE USER OMEGADS A critical | g4 Critical | [ Minor Change | Minor Change

71Records E‘

Bk - ¥ T

|Baseline details

= Account Status Audit by:
CREATE USER [A-A]

[Target details

Account Status Audit by:

CREATE USER [A-4]
USER [A-A]

Grant Mode  Audit Mode
& N-A 5 Ful wdit

- GrantMode _ AuditMode il
& NA 5 Ful awdit 1 :

Statement and Shortcut Audits Comparison Report fields:

Name Description

Audit Option Audit option (System Privilege)

User User account

T. Control Control result of Target Report

B. Control Control result of Baseline Report

Compare Code Comparison Result Code
0 || Unchanged

1 [} Minor Change

Control and Control Output unchanged
Control unchanged, Control Output changed
Old/New User Control=0

2 ) Improve Control decremented (4->0)
Old User Control in 1-4
5 & Dedine Control incremented (0->4)

New User Control in 1-4

Compare Message = Comparison message
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4.1.3.6 Object Audits - Comparison

To compare two Object Audits Reports, in the application’s main menu, second tab Tools, drop-down list Compare
Reports, and click on the button Object Audits. Form Object Audits Report Comparison will open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

|| Object Audits Repert Comparison E@

[Object Audits Report Comparisen ]

Bj _— [~ Memory TargetReport 20200213_AUD_OB]_TD_02.datob
¥ Changes Only

Drag a column header here to group by that column

Saved 12-02-2020 15:29:51 Records 24

Baseline Report 20200211_AUD_OBJ_TD_01.datob Saved 11-02-2020 21:48:48 Records 24

|Dhject0wner |Dh|'ectTypE |ObiectMame ‘Ob]'ECt_Alldit ‘Priv.ll]ser ‘T.Contml |B.Contml ‘Comparecade Compare Message |

OMEGACAEVAPP TABLE DEPT COMMENT ALL USERS || Generic /1 Medium ° Improve Improve
OMEGACAEVAPP TABLE DEFT INDEX w|  ALL USERS A Low &y High ° Improve Improve
OMEGACAEVAPP TAELE DEPT RENAME ALL USERS £ Medium (@) Info @ Dedine Dedine
3Records
[ - ok ¥

[Target details |Baseline details

Audit Mode All Users Audit: +  Audit Mode Not Audited.

m Full Audit No Audit

Object Audits Comparison Report fields:

Name Description

Object Owner Owner of the object

Object Name Name of the object

Object Type Type of the object

Object Audit Object Audit Option

Priv. Is object privilege

User User account

T. Control Control result of Target Report
B. Control Control result of Baseline Report

Compare Code Comparison Result Code

0 || Unchanged
1 [} Minor Change

Control and Control Output unchanged
Control unchanged, Control Output changed
Old/New Object Control=0

2 @ Improve Control decremented (4->0)
Old Object Control in 1-4 *
5 & Dedine Control incremented (0->4)

New Object Control in 1-4 **

Compare Message @ Comparison message
Legend:

* Old Object  Audit Option not found for Object in Target
** New Object Audit Option not found for Object in Baseline
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4.1.3.7 User Password Resources - Comparison

To compare two Password Resources Reports, in the application’s main menu, second tab Tools, drop-down list
Compare Reports, and click on the button Password Resources. Form User Password Resources Comparison will
open.

Load the Target and Baseline Reports and press the button Compare to generate the Comparison Report.

{| Password Resources Report Comparison EI@
[Passwnrd Resources Report Comparison ]
E_E Compare [~ Memory TargetReport 20200101 USR_PRO_PSW_03.duprp Saved 03-01-2020 17:01:55  Records 396
¥ Changes Orly Baseline Report 20200101 _USR_PRO_PSW_01.duprp Saved 01-01-2020 23:21:36  Records 336
Drag a column header here to group by that column E
‘RESOI"‘CE Name |User T. Control ‘B.Control |Compare(ode Compare Message |
PASSWORD_VERIFY_FUNCTION TEST1 ] Generic  Z\ High e Improve Improve o3 X1
PASSWORD_VERIFY_FUNCTION TEST2 || Generic  Zy High © Improve Improve
PASSWORD_VERIFY_FUNCTION TEST7 £y High @ Nja @ Dedine Dedine
PASSWORD_LOCK_TIME AAA 4 High [Z] Generic @ Dedine Dedine |:|
PASSWORD_LOCK_TIME TEST1 ] Generic  Z\ High 0 Improve Improve
PASSWORD_LOCK_TIME TEST2 || Generic  Z\ High e Improve Improve
PASSWORD_LOCK_TIME TEST7 Ay High @ NjA @ Dedline Decline
PASSWORD GRACE TIME AAA £y High £ High [} Minor Change  Minor Change:
30 Records
[=]
P - % T
[Target detais - |Baseline details -
Resource Limit_Account Status Profile: DEFAULT + Resource Limit Account Status Profile: PROFILETESTO1
‘180 HOPEN ‘ Authentication: Password |40 ||OPEN Authentication: Password
Target Limit: 60 Target Limit: 60
Resource Limit: 180 - Resource Limit: 40 -
Password Resources Comparison Report fields:
Name Description
Resource Name Password Resource name
User User
T. Control Control result of Target Report
B. Control Control result of Baseline Report
Compare Code Comparison Result Code
0 [l Unchanged Control and Control Output unchanged
1 [} Minor Change Control unchanged, Control Output changed
Old/New User Control=0
2 ) Improve Control decremented (4->0)
Old User Control in 2,4 *
5 & Dedine Control incremented (0->4)

New User Control 2,4 **
Compare Message = Comparison message

Legend:

* 0ld User Password Resource not found for User in Target
** New User  Password Resource not found for User in Baseline
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4.2 Overall Security Analytics

Graphical analytics of Overall Security Report’s data is another important feature of this application. It is
accessible in the Application’s main menu, second tab Tools, clicking on the button Overall Security Analytics.
Form Overall Security Report Analytics will open.

& Load Use button Load to load the Overall Security Report from disk. The Report can also be loaded from
Memory - the last report run on the Overall Security Report form, or alternatively, from the same
form, using the Compare button on top of Report records in the second tab.

£ OverAll Security Report Analytics E@
[Overall Security Report Analytics |
[~ Memory TargetReport 20200216 _OSR_Limited_04.ordat Records 763 Template Default

|System Privilege |+ HRoIe - HDbJect Owner |+ HDbJect Name [+ HDbJect Type [» HDb]ecl Privilege |+ HAudlt Option [v HDb]ect Audit [» HDbJ. Priv. |[» |
[Resource Name [=]]|grantee [=]][Grantee Type [=]] [ccount Status [=]|[Grant Mode [=]][Grantable [=]|[AuditMode [~]][Resource Limit [=]]
[security Ttem [=1] [contral 2 [+]]
REparEElans TU[[xIn-A [ Generic [@Info  [Mlow [/ Medum | High | 4k Critical |Grand Total |
('] Object Audits 4 4
L System Privilege Audits 71 10 2 114 4 201
| ;> Statement Audits 5 3 23 183 52 268
[, Object Privieges 21 8 8 1 38
&, Role Privileges 9 4 3 2 21
;, System Privileges 6 1 17 3 30
g_@ Password Resources 3 18 129 48 201
Grand Total 6 94 51 167 214 226 5 763
v -
200
W Generic
100 M Info
60 ] Low.
40 W Medium
M High
o I Critical
Object Audits Statement Audits Role Privileges Password Resources
System Privilege Audits Object Privileges System Privileges

Pivot grid

On the top Pivot grid enables end-user to re-arrange report data fields in rows and columns with drag-and-drop
functionality and having row, column and grand totals (as Counts) calculated on the fly. Can interchange columns
and rows on the fly, filter and sort items in different ways, and also collapse and expand data at different levels.

Areas of the pivot:

Filter Header Area filter operations only fields, shows not on pivot
Data Header Area measure field “Security Items”, Count.
Row Header Area dimension row fields, default “Report Class”

Column Header Area  dimension column fields, default “*Control”

Pivot Chart

Below a report data chart component responds dynamically to the related pivot. Chart’s vertical axis is the pivot
Data Area measure (Count) field Security Items; in the horizontal axis are the pivot’s rows, while the diagram’s
vertical bars represent the pivot’s columns. In both later expand and collapse is reflected.

On form’s top on right, the Analytics Template (setup for pivot and chart) is displayed. Functionalities are:

M= Open loads an Analytics Template. Three available, other than Default.
Save saves the loaded Analytics Template
Save As saves the Analytics Template as a new entry

Analytics Template are visible in form Overall Security Analytics Templates!

DATAPLUS



47

oaamu: DATAPLUS Omega DB Security Reporter 1.1.0 - User’s Guide

5 CHAPTER 5: Others

5.1 System Settings

To view the system settings, in the Application’s main menu tab Options, group System, click on the button
Settings. Form System Settings will open.

| System Settings @
[System Settings ]
rOrade Client Setting:

race Client H save
& Native 1 System {7 Manual

Manual Path
| |

rSystem Setting:

eport Options———————————————— eport Save Time Formal
’—HI— User & Role # User Priviege | | © D=t= T Hour24 € Minute

B s Error Stack Max. Display [2500

Oracle Client Settings:
Oracle Client Oracle client connectivity settings, available options are:

e Native built-in application connectivity, OCI deployed files

e System operating system installed and default Oracle client

e Manual manual Oracle client oci.dll path specification, usually for Oracle Instant
Client, but others (non-Instant) can be referenced too.

Note:
Changing the Oracle Client requires an application restart to take effect!
Refer to the “"Appendix A2 - Oracle Connection Settings”.

System Settings:
Report Options User & Role default (and recommended) parameter for all Privilege Reports

User Privilege default (and recommended) parameter for System Privilege Audits report
Security Profile default input Security Profile for Password Resources report

Report Save Time Format will set the first part of the Report File Name * according to options:
e Date yyyymmdd ex. 20170901
e Hour 24 yyyymmdd_hh24 ex. 20170901_19
e Minute yyyymmdd_hh24mi ex. 20170901_1933
Error Stack Max. Display Maximum length for Prompt (message display) of full Exception Stack. Will

display only that first number of characters for screen convenience. No impact on
Clipboard copy — refer next topic

* Report File Name:

The first time a new report is run, its name is automatically generated according to its Report Class Code (refer to Appendix A3
- Report Classes and Application Codes!) and to the initialization parameter “Report Save Time Format”. For example, for a
later set to "Date", and a System Privileges ad-hoc Report, running a new report on 14 February 2020, will generate a name
as: 20200214_PRIV_SPR. This is the prompted filename you will see in the save dialog when you first save the report to disk
after run! The OSR is used as Class Code for Overall Security Reports.

Press the button Save to permanently save your settings!
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DATA

5.2

Password Change

When connected to the Target Database, you can change the connected user’s password; in the Application’s
main menu tab Options, group System, click on the button Password Change. Form Password Change will open.

£ Password Change

[Password Change

New Password | “““““

Confirmation | =========

[~ Show Password

assword Change Mode
f« OCI (" Alter User

Enter the new Password and confirm it. The mode of password change can be OCI (default and recommended) or

an ALTER USER... SQL command — user changing its own password. Press button Change.

48
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5.3 Application Debug

Client-Side Debug

Client-Side Debug enables displaying of debug messages during the application run. Activating Debug will produce
messages on the content of important client-side SQLs queries or executions and also important code points. It is
helpful for performing debug and diagnosis of application’s possible issues or behavior understanding.

Application Debug @

select a.privilege, a.name, a.property from SYS.SYSTEM_PRIVILEGE_MAP a where name like '%:USER%" order by a.privilege desc

1Y

Debug example of SQL retrieving System Privileges for report input

To enable the functionality, in the Application’s main menu, tab Options, group System click on the button Debug
(button’s image will change to indicate an active debug). To disable click again on the button Debug. You will
receive a message in both cases.

U Omega DB Security Reporter

® ..

DB Security Reports Tools Options

Tl =~ v
3 T LS04 =

|| [P Obj
Databases Password Debug Settings

Change || 23 Pas:

1 | |

Full Error Stack

The Full Error Stack produces extra debug information on eventual program errors.
The Full Error Stack is controlled by the Application’s Debug status!

Its detailed error stack part will be added to the normal error message.

Omegadbsecrep @

'8' ORA-00342: table or view does not exist

[00CAD49A]{ OmegaDBSecRep.exe} Oracle.RaiseOracleErrorSqqrp21 Oracle. TOracleSessionipl4System. TObject

[0055637E]{ OmegaDBSecRep.exe} Vcl.Controls. TWinControl.SetlmeSqqrv (Line 10854, "Vcl.Controls.pas")

[00555166]{ OmegaDBSecRep.exe} Vcl.Controls. TWinControl.DefaultHandlerS qgrpv (Line 10184, "Vcl.Controls.pas")

[00629BC2]{ OmegaDBSecRep.exe} Vel.Forms. TCustomForm.DefaultHandlerSqgrpv (Line 5811, "Vcl.Forms.pas")

[00556F0F]{ OmegaDBSecRep.exe} Vel.Controls. TWinControl. WMNCDestroySqqri27Winapi.Messages. TWMNoParams (Line 11436, "Vcl.Controls.pas”)
[0055050A} OmegaDBSecRep.exe} Vcl.Controls. TControl. WndProcSqqrr2dWinapi.Messages. TMessage (Line 7313, "Vcl.Controls.pas”)

[00556F0F]{ OmegaDBSecRep.exe} Vel.Controls. TWinControl. WMNCDestroySqqri27Winapi.Messages. TWMNoParams (Line 11436, "Vcl.Controls.pas”)
[0055050A} OmegaDBSecRep.exe} Vcl.Controls. TControl. WndProcSqqrr2dWinapi.Messages. TMessage (Line 7313, "Vcl.Controls.pas”)
[0040FFFF]{OmegaDBSecRep.exe} System.LocaleCharsFromUnicode$qqruiuipbipcitspi (Line 38791, "System.pas”)
[0040FAB5]{ OmegaDBSecRep.exe} System.UnicodeToUtf83qqrpcuipbui (Line 37472, "System.pas”)
[0D040FFFF]{OmegaDBSecRep.exe} System.LocaleCharsFromUnicode$qqruiuipbipcitSpi (Line 38791, "System.pas”)
[0040A4681 OmegaDBSecRep.exe} System.CharFromWCharSaarpcipxhii (Line 24615, "Systemn.pas”)

[00B8C316]{ OmegaDBSecRep.exe} Data.DB.Db.TDataSet.DolnternalOpenSqqry (Line 12527, "Data.DB.pas"}
[00B8C3C6]{OmegalBSecRep.exe} Data.DB.Db.TDataSet.OpenCursor$qgro (Line 12556, "Data.DB.pas")
[00BEC27D]{ OmegalBSecRep.exe} Data.DB.Db. TDataSet. SetActiveSqgro (Line 12508, "Data.DB.pas”)

[00B8COB9){ OmegaDBSecRep.exe} Data.DB.Db. TDataSet.Open$qqrv (Line 12464, "Data.DB.pas")
[013741C2]{OmegaDBSecRep.exe} scn_USR_PRO_PSW.Tfr_scn_USR_PRO_PSW.Button_SearchClick$qqrpl4 System.TObje&{(Line 995, "scn_USR_PRO_PSW.pa s"]]
[00550A77]{ OmegaDBSecRep.exe} Vcl.Controls.TControl.Click$qqrv (Line 7429, "Vcl.Controls.pas")
[00B59964]{ OmegaDBSecRep.exe} WXPCore TWXPCustomControl.Click$Sqgrv

Detailed up to the line number of the failing application code-unit, it facilitates program’s debug and diagnostics
and enables support to immediately locate the faulting code unit and line.
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& - 1:', ~ Tfr_scn_USR_PRO_PSW ~ Tfr_scn_USR_PRO_PSW.Button_SearchClick
+ 'from SYS.RESOURCE MRF a '
+ 'where a.type¥ = 1 ' // 1 —- Passvord
+ str WHERE
+ ' order by a.rescurcef'
)i

[ ] if Ur

DM.DEBUG then
begin
[ ] showmessage(IESDJICE_REQ.SQL.TEXEJ;
end;
@ ( resource_map.Open:n
@ dxMD recource map.DisableControls;

According to specific operations, the full error stack is produced as one or more of:

e Program Error Message Dialogs
e Clipboard text (later topic)
e Report Scan Message field content

Full Error Stack in Clipboard

The Full Error Stack feature is also available at operating system’s Clipboard — and as such Paste-able on any text
editor, ex. Notepad/WordPad — under the following circumstances:

On each unattended Error Message Dialog
On all Report Class single-Items form execution Error Message Dialog *

ORL-005942: table or view does not exist

[00CR049R] {OmegalBSecRep.exe} Oracle.RaiselracleError$qgrp2lOracle.TOracleSessionipldSystem.TObject

[0055637E] {OmegalBSecRep.exe] Vel.Controls.IWinControl.SetIme$ggrv (Line 10854, "Vcl.Controls.pas™)

[00555166] {OmegalBSecRep.exe] Vel.Controls.IWinControl.DefaultHandlersggrpv (Line 10184, "Vcl.Controls.pas™)

[00629BC2] {OmegalBSecRep.exe] Vecl.Forms.TCustomForm.DefaultHandlersggrpv (Line 5811, "Vcl.Forms.pas™)

[00556F0F] {OmegalBSecRep.exe} Vcl.Controls.IWinControl.WMNCDestroy$ggrr2TWinapi.Messages.TWMNoParams (Line 11434, "Vcl.Controls.pas™)
[00550504] {OmegalBSecRep.exe} Vcl.Controls.TControl.WndProcsggrr24Winapi.Messages.TMessage (Line 7313, "Vecl.Controls.pas™)

[00556F0F] {OmegalBSecRep.exe} Vcl.Controls.IWinControl.WMNCDestroy$ggrr2TWinapi.Messages.TWMNoParams (Line 11434, "Vcl.Controls.pas™)
[00550504] {OmegalBSecRep.exe} Vcl.Controls.TControl.WndProcsggrr24Winapi.Messages.TMessage (Line 7313, "Vecl.Controls.pas™)

[0040FFFF] {OmegalBSecRep.exe} System.LocaleCharsFromUnicode$ggruiuipbipecitSpi (Line 38791, "System.pas™)
[0040FA65] {OmegalBSecRep.exe} System.UnicodeToUtf8sfggrpcuipbui (Line 37472, "System.pas”)

[0040FFFF] {OmegalBSecRep.exe} System.LocaleCharsFromUnicode$ggruiuipbipecitSpi (Line 38791, "System.pas™)
[00402468] {OmegalBSecRep.exe} System.CharFromWCharsggrpcipxbii (Line 2461353, "System.pas”™)

[00BEC316] {OmegalBSecRep.exe] Data.DB.Cb.TDataSet.Dolnternallpensggrv (Line 12527, "Data.DB.pas™)
[00BEC3CE] {OmegalBSecRep.exe] Data.DB.Db.TDataSet.0penCurscrfggre (Line 12556, "Data.DB.pas"™)

[00BEC27D] {OmegalBSecRep.exe] Data.DB.Db.TDataSet.Sethctivesggro (Line 12508, "Data.DB.pas"™)

[00BECOBY] {OmegalBSecRep.exe] Data.DB.Db.TDataSet.0pen$ggrv (Line 12464, "Data.DB.pas"™)

[013741C2] {OmegalBSecRep.exe} scn_USR_PRO_PSW.Ifr_scn_USR_PRO_PSW.Buttcn_Searchclick$qqrp145ystem.IObject(}Line 9495, "scn_USR_PRO_PSW.pas"J]
[00550R77] {OmegalBSecRep.exe} Vecl.Controls.TControl.Click$ggrv (Line 7429, "Vcl.Controls.pas™)
[00B59964] {OmegalBSecRep.exe] JvEPCore.TJvEPCustomControl.Click$ggrv

* on both cases use Ctrl-V just before clicking the OK button of the Error Message Dialog

Database-Side Debug

This Application is also fully traceable on the Oracle Database side for all activities on it. Other then user session
tracing, the following approaches are available too:

1. Monitor of DBA_AUDIT_TRAILS
with ALL STATEMENTS (or more) Audit on the reporting Oracle account (OMEGADBSECREP)

2. Monitor of V$SQLAREA
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5.4 Application Data

The Application contains data that are necessary for its internal operations and for configurations. They are
accessible in the Application’s main menu, tab Options, group Application Data, with respective buttons for each.

[ Object Types Privileges | 34 Password Resources

('] Object Types Audits Zil Analytics Templates

\ |

The buttons will open respectively the following Application forms as below:

Object Privileges by Type

Data used by Object Privileges Report Class.

=] Object Privileges by Types EI@
[Dhject Privileges by Types ]
ANALYTIC VIEW READ
ANALYTIC VIEW SELECT
ATTRIBUTE DIMEMNSION ALTER
DIRECTORY READ
DIRECTORY WRITE
DIRECTORY EXECUTE
EDITION USE
FLASHEACK DATA ARCHIVE ~ FLASHBACK ARCHIVE
HIERARCHY ALTER
HIERARCHY READ
HIERARCHY SELECT
INDEXTYPE EXECUTE
LIERARY EXECUTE
MLATEDT AL TFEN WTELAL neLETs
85 Records lz‘
oo v

Persisted in application deployed text file: sys_obj_type_priv.txt

Object Audits by Type

Data used by (Traditional) Object Audit Report Class.

£ Object Audits by Types =8| e
[Db]ect Audits by Types ]
e B
DIRECTORY READ v
FUNCTION AUDIT
FUNCTION EXECUTE v
FUNCTION GRANT
JAVA CLASS AUDIT
JAVA CLASS EXECUTE v
JAVA CLASS GRANT
JAVA RESOURCE AUDIT
JAVA RESOURCE EXECUTE v
JAVA RESOURCE GRANT
JAVA SOURCE AUDIT
JAVA SOURCE EXECUTE v
JAVA SOURCE GRANT
66 Records lz‘
[ v

Persisted in application deployed text file: sys_obj_type_aud_td.txt
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Password Resources by Security Profile

Data used by Password Resources Report Class.

|1 Password Resources by Security Profile ol -E =)

[Pass‘wnrd Resources by Security Profile

|5ec||ritv Profile ‘Resource d ‘Resunrce Hame Resource Display Name | Resource Limit ‘ [~

Standard 0 FAILED_LOGIN_ATTEMPTS Failed Login Attempts 10

Standard 1 PASSWORD_LIFE_TIME Password Life Time 180

Standard 2 PASSWORD_REUSE_TIME Password Reuse Time 90

Standard 3 PASSWORD_REUSE_MAX Password Reuse Max 10

Standard 4 PASSWORD_VERIFY_FUNCTION Password Verify Function 0

Standard 5 PASSWORD_LOCK_TIME Password Lock Time 1

Standard JAPASSVIORD GRACE TIVE assyiord Grace T

Standard 7 INACTIVE_ACCOUNT _TIME Inactive Account Time 60

Medium 0 FAILED_LOGIN_ATTEMPTS Failed Login Attempts 5

Medium 1 PASSWORD_LIFE_TIME Password Life Time 60

Medium 2 PASSWORD_REUSE_TIME Password Reuse Time 180 |

Medium 3 PASSWORD_REUSE_MAX Password Reuse Max 15

Medium 4 PASSWORD_VERIFY_FUNCTION Password Verify Function o

Medium 5 PASSWORD_LOCK_TIME Password Lock Time 3

Medium 6 PASSWORD_GRACE_TIME Password Grace Time 5

Medium 7 INACTIVE_ACCOUNT _TIME Inactive Account Time 45

High 0 FAILED_L OGIN_ATTEMPTS Failed Login Attempts 3

High 1 PASSWORD_LIFE_TIME Password Life Time 35
32Records lz‘
LRI v

Persisted in application deployed text file: sys_usr_pro_rsc.txt

Overall Security Analytics Templates

Data used for persisting Overall Security Report Analytics Templates.
Persisted in application deployed binary file: sys_osr_anls.db

£ Overall Security Analytics Templates E@

[D\rera\l Security Analytics Templates ]

[ [T Hame [Pivot T [chart T \
1 Default [Main] [Main]
2 Privileges [Main] [Main] .
3 Audits [Main] [Main]
4 Password Resources [Main] [Main]

4Records
M v
Locked un-checking will enable edit of the data.

Use the grid’s navigator’s buttons to perform necessary actions (see Note below).
Save saves the data permanently to disk

Other than the Default one, the application provides three pre-defined Analytics Templates: Privileges, Audits and
Password Resources. As their name implies, they are used for a customized presentation of respective Report
Classes. Others can be added, and all edited, from Template management on form Overall Security Report
Analytics.

Note:

Application data’s are generally available for presentation only. In rare cases, and with DATAPLUS advise and
permission, the text files can be edited outside the application - they are presented read-only in it.

Under same conditions, but from within the application, the Overall Security Analytics Templates can be edited in
the respective form.
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5.5 Oracle Dictionary Views

The Application enables direct search and view on certain important security-related Oracle Dictionary views. The
respective application forms are launched from the buttons found under main menu'’s tab Options, group Oracle
Dictionary Views.

226, L;) =8
‘,:'J - |}

Privileges  Audits Miscellaneous

I I

The drop-down buttons will open the following Application forms as in the table below. Column on the right shows
the Oracle Dictionary views searched/displayed by each form.

Form Name Oracle Dictionary View
Oracle System Privileges DBA_SYS_PRIVS
Oracle Object Privileges DBA_TAB_PRIVS
Oracle Role Privileges DBA_ROLE_PRIVS
Oracle Statement Audits DBA_STMT_AUDIT_OPTS
Oracle Object Audits DBA_OBJ_AUDIT_OPTS
Oracle Fine-Grained Audit Policies DBA_AUDIT_POLICIES
Oracle Users DBA_USERS

Oracle Roles DBA_ROLES

Oracle Objects DBA_OBJECTS

Oracle Password Resources DBA_PROFILES

In all forms above focusing on the Oracle “side” the options of exporting data in Xls, Txt and Htm is available.

ﬁ_.hﬁxcel
& IHtml

Press the Export button on the right of each data grid and make the file type of your choice.

DATAPLUS



54

oaamu: DATAPLUS Omega DB Security Reporter 1.1.0 - User’s Guide

6 Appendixes

6.1 Appendix Al - Oracle Database Account for Reporting

Omega DB Security Reporter is Agent-less and accesses the target database in a read-only mode. Of course an
Oracle user account is necessary to access the target database and perform the report. This account is created
with the CREATE SESSION only system privilege and with SELECT only privileges in certain Oracle dictionary
views, necessary to extract the security information.

Use the SQL commands below in 3 Steps to create the report user account and assign privileges:

-- STEP 1. Create the user account
-- Username OMEGADBSECREP is optional, however recommended. Replace <Password> with your choice.

create user OMEGADBSECREP identified by <Password>;

-- STEP 2. Grant connect privilege

grant create session to OMEGADBSECREP;

-- STEP 3. Grant object privileges

grant select on DBA AUDIT POLICIES to OMEGADBSECREP;
grant select on DBA OBJECTS to OMEGADBSECREP;

grant select on DBA_OBJ_AUDIT_OPTS to OMEGADBSECREP;
grant select on DBA PROFILES to OMEGADBSECREP;

grant select on DBA_ROLES to OMEGADBSECREP;

grant select on DBA ROLE PRIVS to OMEGADBSECREP;

grant select on DBA STMT AUDIT OPTS to OMEGADBSECREP;
grant select on DBA SYS PRIVS to OMEGADBSECREP;

grant select on DBA TAB PRIVS to OMEGADBSECREP;

grant select on DBA USERS to OMEGADBSECREP;

grant select on RESOURCE MAP to OMEGADBSECREP;

grant select on STMT AUDIT OPTION MAP to OMEGADBSECREP;
grant select on SYSTEM PRIVILEGE MAP to OMEGADBSECREP;
grant select on TABLE PRIVILEGE MAP to OMEGADBSECREP;
grant select on V_$DATABASE to OMEGADBSECREP;

grant select on V_$INSTANCE to OMEGADBSECREP;

grant select on V_$PARAMETER to OMEGADBSECREP;

Note:
It is advised to connect as SYS to run the commands above as the normal DBA might not have by default rights in
all of them (ex. SYS table RESOURCE_MAP)!

Alternatively last step’s (STEP 3) commands can be replaced by:

grant SELECT ANY DICTIONARY to OMEGADBSECREP;

however this is not advised as it will give read-rights on all Oracle dictionary while needed is only the above!

To drop the report user account, run the following SQL command:

drop user OMEGADBSECREP;
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6.2 Appendix A2 - Oracle Connection Settings

6.2.1 Oracle Client Connectivity

Omega DB Security Reporter uses Oracle Instant Client win-32 libraries for Oracle database connectivity.

This is also a built-in and pre-deployed functionality of the application, thus you don’t have to setup or install
anything, at least as long as Oracle Client setting is set (default) to Native into the System Settings form; just
ensure the Oracle OCI files are in the same folder with the application’s .exe.

You can connect also with any 32 Bit Oracle Client, 11gR2 or higher, installed or instant.

In case you have an OS default existing Oracle Client 64 bit, or even a Multiple Oracle Homes (Clients)
environment, you can still use the built-in application’s Native connectivity (default), or use another Oracle Instant
Client 32 bit.

Connectivity Limitations

1. Connectivity from the application is currently supported only on 32 Bit Oracle Clients
Change of expired password is valid only when using the operating system's Oracle Client and not for the
default native Instant one. In the later the password change will fail with error:
"ORA-01017: invalid username/password; logon denied".

6.2.2 Character Set Support

Omega DB Security Reporter uses the NLS_LANG system environment variable to specify locale settings for the
Oracle client software used by the application. This variable sets the language and territory and also indicates the
client's character set, which corresponds to the character set for data to be entered or displayed by a client
program.

The NLS_LANG is an operating system environment variable that relates exclusively to Oracle client software. In
case of a clean Windows install will not be present! You can create and manage it as any other Windows
environment variable. For example on a Windows 7 machine at Control Panel -> System -> Advanced System
Settings - and in the System Properties form that opens, selected tab Advanced, press the “Environment
Variables...” button. Form Environment Variables will open, look for System Variables below!

If your Oracle database uses pure Latin/ASCII Western European languages character sets, you don't need to
create and set the NLS_LANG at all!

You must create and set this system variable if you need to support:
e Western European Languages in full - with special characters like &, E, ¢, C, 8, O!
e Other single-bytes character sets

¢ Unicode character sets - for all languages!

The NLS_LANG environment variable has the following format:
NLS_LANG = LANGUAGE_TERRITORY.CHARSET

Example 1
Western European Languages full character support:
NLS_LANG= AMERICAN_AMERICA.WE8MSWIN1252

Example 2
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Unicode character support:
NLS_LANG= AMERICAN_AMERICA.AL32UTF8

In general, settings of NLS_LANG are required and set according to Oracle Client Vs Oracle Database technology
character sets configurations; the Omega DB Security Reporter uses an relies on the Oracle Client for connectivity
like many other Oracle-related software do.

For more, refer to the Oracle Documentation on “Choosing a Locale with the NLS_LANG Environment Variable"!
https://docs.oracle.com/cd/E18283 01/server.112/e10729/ch3globenv.htm#insertedID2
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6.3 Appendix A3 - Report Classes and Application Codes

Report Classes

Class Code Application form * Object of Assessment Assessment for:
PRIV_SPR System Privileges Report System Privilege Grantees
PRIV_OBJ] Object Privileges Report Object Privilege Grantees
PRIV_ROLE Role Privileges Report Role Privilege Grantees
AUD_SPR_TD System Privilege Audits Report System Privilege Audit option Users
AUD_STM_TD  Statement and Shortcut Audits Report = Statement and Shortcut Audit option | Users
AUD_OBJ_TD Object Audit Report Object Audit option Object
USR_PRO_PSW = User Password Resources Report User Password Resource Users

* available also on the form Overall Security Report and on each respective single Report form

Hint:
In the Application the Report Class Codes are visible when used as part of the report file nhame on save.

Grant Modes

Grant Modes used in privilege-like reports.

ModeId Grant Mode Name Grant Mode Description SPR OPR RPR AUD Sp.
0 ) Mone Privilege not granted - - - X
1 (5 Plain Granted Directly X X X X
2 & role Granted through least one role X X X X
3 S Mixed Granted directly and through least one role X X X X
4 & Public Granted to PUBLIC - - - X
-1 5 N-A Not Applicable * - - - X

Grant and Audit Modes Legend:

SPR System Privilege AUD Sp. System Privilege Audit
OPR Object Privilege AUD St. Statement/Shortcut Audit
RPR Role Privilege AUD Ob. Object Audit

* when User Privilege unchecked

Audit Modes

Audit Modes used in audit-like reports.

Mode Id Audit Mode Name Audit Mode Description AUD Sp. AUD St. AUD Ob.
0 [ o Audit Plain Audit: None
Top-SQL Audit: None X X X
1 Partial Audit Plain Audit: None, Partial
Top-SQL Audit: None, Partial, Full X X X
2 [¥1Full Audit Plain Audit: Full
Top-SQL Audit: None, Partial, Full X X X
Audit Mode Legend:
Plain Audit A direct audit on a User Statement or Object, in the first also through a shortcut
Top-SQL Audit Audited on Top-SQL level (by ALL STATEMENTS)
Partial Audited by SESSION and/or by one of SUCCESS/FAILURE
Full Audited directly by ACCESS for both SUCCESS/FAILURE
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Control Codes

Control codes used for all reports.

Control Id

U hhWNE=O

* All Privileges
* N-A

Control Details

Control Name

|| Generic
(¥ Info

£ Low

£ Medium
24 High
A\ Critical

All Privileges *

X X X X X X

[=]| M-8 xx

System, Object and Role privileges

Audit Audit Audit User Pass.
Sys. Priv. Stmt & Short. Object Resource
X X X X
X X X -

X X X X
X X X -
X X X X
X - - -

Evaluation not performed - error condition - not supposed to encounter. Report to

support! Sole exception is the Control result as N-A for non-Password authenticated user

accounts in the “User Password Resources” report class.

Control Output — details by Report Classes:

Report Class

System Privileges

Obiject Privileges

Role Privileges

Report Output

Direct Grant
Grantable:NO

.. by Role TESTROLEDS
Grantable:MO
Level: 2 Path:->TEST2->TESTROLEDS

: Cancel ;

Direct Grant
Grantable:MO

.. by Role TESTROLEDS
Grantable:MNO

Level: 1 Path:->TEST4

: Cancel §

Description

A System Privilege(ex. ALTER USER)* granted
directly on the Grantee (User, or Role).

* Security Item itself is not displayed on the Control
Output field. No duplication, as a general rule, of
information already available in other grid columns.

An Object Privilege (ex. SELECT on table) initially
granted to role TESTROLEOQG; the later, Grantee
TEST2 is granted through another role,
TESTROLEOQS — Level 2!

(SQL) Privilege schema:
grant TESTROLEOQS to TEST2;

grant TESTROLEO6 to TESTROLEQS;
grant SELECT on obj.name to TESTROLEQ6;

A Role (ex. TESTROLEQ6) that Grantee TEST4 is
granted directly and also by role TESTROLEQS —
Level 1!

(SQL) Privilege schema:
grant TESTROLEO6 to TEST;

grant TESTROLEOS to TEST;
grant TESTROLEO6 to TESTROLEQS;
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System Privilege Audits

Statement Audits

Object Audits

Password Resources

User Audit:
CREATE USER [A-A]
USER [A-A]

Grant:

Direct Grant

; Cancel §

User Audit:
INSERT TABLE [A-A]|

Cancel

All Users Audit:
AJA

i Cancel |

Profile: DEFAULT
Authentication: Password
Target Limit: 5

Resogurce Limit: 10

Eancel |
Compare Codes
Comparison codes used for all reports.
CompareId Compare Name All
Privileges
0 || Unchanged X
1 [, Minor Change X
2 @ Improve X
3 @ public Improve X
5 @ Dedine X
6 @ Public Dedine X
-1 & Error *

* Comparison Error, when one (or both) of

User is audited directly for System Privilege audit
option CREATE USER, and for the same although by
USER shortcut, both by access on success/failure

(SQL) Privilege schema:

audit CREATE USER by TEST1 BY ACCESS;
audit CREATE USER by TEST1 BY ACCESS;

User is audited directly for Statement audit option
INSERT TABLE, by access on success/failure

(SQL) Privilege schema:

audit INSERT TABLE by TEST3 BY ACCESS;

All Users (Object Audit Traditional!) are audited on
object action (ex. DELETE on table), by access on
success/failure

(SQL) Privilege schema:

audit DELETE on obj.name BY ACCESS;

User’s Password Resource Limit (ex.
FAILED_LOGIN_ATTEMPTS) is displayed versus the
required (Target) Limit objective

(SQL) Privilege schema:

create profile DEFAULT limit ...
FAILED_LOGIN_ATTEMPTS =10 ... ;
create user TESTS5 ... profile DEFAULT ...;

Audit Audit Audit User Pass.
Sys. Priv. Stmt. & Short. Object Resource
X X X X
X X X X
X X X X
X X X X

Target/Baseline Control[s] isa N-A
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6.4 Appendix A4 - Oracle Security Compliance

Common Oracle Security Checklists

Common available Oracle Security checklists contain a wide variety of controls. The Category appears as a specific
field in some of them, mostly as a technical categorization by security area/configuration, as it is the case for CIS
and SANS, while the field naming the control (usually Item/Index named) indicates categorization information too.

However, a quick look on the controls would also reveal that, purely from a database view — which is the object of
the assessment, two main groups of score-able controls are available:

Extra-DB controls score-able by non-SQL commands/tools, outside the database
Intra-DB controls score-able by SQL/PL-SQL commands/tools, within a database session

In the first group, controls categorized as Operating System Settings, Oracle Directory/File Permissions,
Installation and Patch, Networking, Encryption, Backup/Availability, General/Custom, and more, are to be found.
Although many of them are of top importance, their common quality is that they address security configurations
that are exposed to a very limited number of (OS/SYSDBA) users and that are also subject of infrequent changes.

The second group’s controls feature categories like Privileges, Audits, User Profiles, Initialization Parameters, and
General/Custom. The security configurations addressed by these controls are subject of a much wider base of DB
users (DBAs, Developers, Application Owners, batch accounts,...), while also subject to frequent changes. Next,
the first group’s control scope and results are narrow and limited, while the opposite stands for the second’s, and
thus it creates a challenge on the process of technical assessment and management of assessed information.

Thus, controls of the first group can be approached periodically by manual assessment, mostly by OS/DB tools,
but require not to be frequent. The controls of the second group are of the kind that Omega DB Security Reporter
does perform, and the later should be use to assess them frequently.

The table below displays control types from different Oracle Security Checklists supported by Omega DB Security
Reporter, categorized by latter’s Report Classes.

Omega DB Security Reporter CIS Controls STIG-DISA Controls SANS Controls
System Privileges 9 named privileges (1) Granted to Roles only 10 named privileges
74 CREATE% privileges (2) Admin grants 157 %ANY% privileges
157 %ANY% privileges PUBLIC grants Granted to Roles only
Granted to Roles only Admin grants
Admin grants PUBLIC grants
Object Privileges 26 named Oracle objects 11 named Oracle objects 17 named Oracle objects
All ALL_% public views Granted to Roles only All DBA_% views
All DBA_% views Grantable grants Granted to Roles only
All X$% tables PUBLIC grants Grantable grants
All V$% views PUBLIC grants
Grantable grants EXECUTE on all SYS packages
PUBLIC grants
Role Privileges 2 named Oracle roles 1 named Oracle role 3 named Oracle roles
3 %CATALOG% roles Grantable grants 3 %CATALOG% roles
PUBLIC grants PUBLIC grants PUBLIC grants
Statement Audits (3) 13 specific audit options 29 Oracle (doc) advised. 3 specific audit options
77 CREATE% statements Unsuccessful login attempts 47 ALTER% statements
44 DROP% statements All Failures 77 CREATE% statements
44 DROP% statements
Object Audits All on SYS.AUD$ All Failures All on SYS.AUD$
Insert Failures Failures on critical objects
Password Resources 7 resources 4 resources 4 resources

1. named specifically and dedicated controls, ex.: CREATE USER for System Privileges, DBA for Roles,
CREATE ROLE for System Privilege Audit, and so on for all Report Classes...
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2. counted (for all %...% uses) on an Oracle 12c R2 environment
3. System Privileges and Statements/Shortcuts Report Classes

Notes:

1. Table above represents only explicit references to assessed items. Others supported exist in rest of controls on
all checklists! For its Report Classes, Omega DB Security Reporter supports any security item available — ex. all
system privileges.

2. The three checklists above, CIS, STIG-DISA and SANS contain respectively 302, 215 and 328 controls.
However, these controls are indented for manual operation and evaluation of results. Some of them, and
especially those supported by Omega DB Security Reporter, actually contain multiple controls when it comes to
the real “security item” assessed, ex. a System/Object Privilege, or an Audit of the same, thus increasing greatly
the real number of controls, to tens and hundred for even one of this application’s Report Classes.

Common IT Security Frameworks and Standards

Table below displays examples of requirements from different IT Security Frameworks/Standards addressed by
the Omega DB Security Reporter.

Framework/Standard Topic

ISO 27001/2 Doc: ISO 27002 2013, Security Techniques/Code of Practice

9.2.3 Management of privileged access rights
9.4.3 Password management system

12.1.2 Change management

12.4.1 Event logging

12.4.2 Protection of log information

12.4.3 Administrator and operator logs
12.7.1 Information systems audit controls

ISACA (Cobit) Doc: Oracle Database Security Checklist, Whitepaper, 2008

Enforce Password Management

Manage Access to SYSDBA and SYSOPER Roles
Enable Oracle Data Dictionary Protection
Follow the Principle of Least Privilege

Public Privileges

PCI-DSS Doc: PCI DSS Quick Reference Guide, version 3, 2019
PCI DATA SECURITY

Requirement 6. Develop and maintain secure systems and applications
Requirement 7. Restrict access to cardholder data by business need-to-know
Requirement 8. Identify and authenticate access to system components

HIPAA Doc: The HIPAA Security Rule, 2003

Ensure the confidentiality, integrity, and availability of all electronic health information
Detect and safeguard against anticipated threats to the security of the information
Protect against anticipated impermissible uses or disclosures

Some of the Frameworks/Standards listed above have published their own Oracle Security checklists, like ISACA.
Others either suggest usage of any of the Oracle Security Checklists in the previous topic, or remain limited to
general guide-lining only.
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6.5 Appendix A5 - Use Case

The following provides a simplified use case and demonstration of the solution’s features and operations.

Prerequisites:
1. Setup Omega DB Security Reporter on a new clean environment.

2. Install a new test Oracle Database*, OS independent and with the most default settings, whenever presented
by the setup routine. This will be used as the target database to report on.

3. Omega DB Security Reporter is set up for the target Oracle database and ready to report.

* Oracle 11g and above is supported

Use Case Steps
Initially: load an Oracle General template on the Overall Security Report form.

STEP 1: Run a new Overall Security Report on the Database.
Save the first report.

STEP 2: Create a new user account in the Database; grant the DBA role to it.
Run the second report and save it.
Compare the second report with the first one. *
Note the Declines related to the new DBA.

STEP 3: Lock the newly created user account in the Database.
Run the third report and save it.
Compare the third report with the second one.
Note the Improve related to the locked DBA.

* Comparison is a Professional-only feature, available only during the 30 day Trial period!

Conclusions:

The use case presented so far was a simplified simulation to demonstrate the skills and features Omega DB
Security Reporter. Simplification is done for the sake of the easiness of the tester; however the later is
encouraged to go further in testing and simulate real-live situations, as of course the use case above is just a start
on the subject.
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6.6 Appendix B - Support and Licensing

6.6.1 Support
Omega DB Security Reporter users of the free Standard edition are entitled to:

new (Standard) versions
upgrades and fixes

new security controls
online/offline documentations

Commercial annual support is available to the users of the Professional edition and also, cumulatively, features:

e discounts for new (Professional) versions
e online support

Professional edition SLA:

Response Time SLA: 2 Business Days

Support Call/Online: 09:00 GMT to 21:00 GMT, Monday to Friday
Emergencies: we are here to help

Resolution Time: case-related

For product documentation, forum and knowledge base, visit our site:
www.dataplus-al.com/omega-db-security-reporter

For technical issues, comments, ideas and impressions, e-mail us at:
support@dataplus-al.com

Also follow us on the next social media sites where DATAPLUS is present:

YouTube https://www.youtube.com/channel/UCa59gQuGg5tvd2vie1MsMOw
LinkedIn https://www.linkedin.com/company/dataplus-al
Peerlyst https://www.peerlyst.com/companies/dataplus/dashboard

6.6.2 Licensing

Omega DB Security Reporter license is perpetual. It allows the customer to use the licensed software indefinitely
and not being tied to the product version. Neither there is any vendor online service/website or OS/machine-
specific dependence for its setup and use.

License Types:

User installed on one computer, for use by a single individual
Enterprise multiple individuals/computers within the organization
Consultant external auditor (consultant) services

For pricing and licensing information, contact our Sale specialists at:
sales@dataplus-al.com

Copyright:

Copyright © 2007-2020 DATAPLUS. All rights reserved. Omega DB Security Reporter technology is registered at US Copyrights
Office and is protected by US and international copyright laws. No part of this work may be reproduced, stored in a retrieval
system, adopted or transmitted in any form or by any means, electronic or otherwise, translated in any language or computer
language, without the prior written permission of DATAPLUS. Omega DB Security Reporter and the DATAPLUS logo are
trademarks of DATAPLUS. All other trademarks are the property of their respective owners.
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